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AIIOXTIAXMA IIPAKTIKOY YYNEAPIAYHY TOY AIOIKHTIKOY XYMBOYAIOY TQ2N
ATAYYNAEOMENSQN NITAA I'N.AAXIOIOY I''N.-KY.NEAIIOAEQY «ATAAYNAKEIO»
ME APIOMO 24/27-9-2017

2rov Ayro Nikodlao onuepa 27/9/2017 nuépa Teraptn kar opa 10,30m.u., votepa amo tny Ue
ap.mpwt. 2474/ 25-9-2017 mpoorAnon tne Ilpogdpov tov, ovvedpiaoce to Arotkntiko LvufovAio tov
NIIAA e tyv emovopia 'eviko Noookoueio AaorBiov — I'N.-KY Neamolews «Aralvvakeion .

Iapovreg otnv ovvebpiaon civar n Ilpoedpog k. LmvBovpn Mapia Kown Atoikntpia, o Aviimpoebpog
K.Miysdarkne Eppavovnd AvamAnpotng Awoikntne tne Amorevipougvne Opyavikne Movadag
Lnteiag kal ta takTika pEAn Aparabarng I'swpyro¢ AvamAnpwtng Atoitkntng ¢ AIIOKEVIPOUEVTS
Opyavikng Movabag Iepamerpag, Movdaroarkne Nikodlaog¢  Awpero¢ Erxmpoowmog latpav, kai
Mavovaarng I'eodpyro¢ Aipetoc Exmpoowmrog twv lourov Epyalopsven.

Ly ovvebpiaon mapiotavrar o k. Ilavniépac Nikodlao¢ AvamAnpwrnge Arorkntng tov I.N.
KY Neamolews “Aralvvaxeio” n Ipauparéag tov A/kot X/Aiov k. Kovuaxn Mapia.

AIIODPAXH 552
OEMA 170: Eyxpion texvikov npodiaypapev Ynnpeoiwv Yrnootnpiéne Xvotnuatwv
ITAnpopopixkns I''N.AaorBiov- I'.N.-KY Neanolews «Aralvvareion.

To A/Ko XK/ o apov lafie vimoyn tov:

1. Tyv pue ap.mpwt.2434/20-9-2017 avapopa tng Owkovouixng Ymnpeoiag tne Opyavikng
Movabag Ebpagc Ayiov Nixoldov pe tnv omoia vmofdiler mpog¢ EyKpion TIC TEXVIKES
opodiaypapss yia «Ymnpeoie¢ Ymootnpiéne Lvotnuarwv IIAnpopopikng» tov I.N.AaorBiov-
I'N.-KY Neamolewg «Mialvvarkesion CPV 72253200-5 uesta v 0on touvg oe Spuooia
Sraflovdevon amo 12-19/9/2017 kar tpv un vIofoln Kavevog oxyoriov eI’ avtav.

2. Tnv awonynon wn¢ Ilpogdpov oxetika pue 1o mapamave ua.

OMODPOANA AINODPAXIZEI

Eyxpiver ti¢ mapaxarw ava@epousves TEXVIKES Mpodiaypa@es yia «Ymnpeoiee Ymootnpilng
Lvotnuarwv IIAnpogopikne» tov I .N.AaoiBiov-I'N.-KY Neamolews «Aialvvareron CPV
72253200-5 ovppova pue 00a avapépOnkay 0to maparave Sialapfavousvo OKEmTiKo:

TEXNIKEY ITPOAIATPA®EY
TI'ia _Tnv Ynootnpién twv Servers, Tepuatikov kat twv Aiktvwy twv H/Y Tne
OPTI'ANIKHY MONAAAY THY EAPAY, AI'IOXY NIKOAAOX

ITAPOYXA YAIKOTEXNIKH - IAHPO®OPIAKH YIIOAOMH wov NOYXOKOMEIOY
AT'IOY NIKOAAOY

Me tov opo IIAnpopopraxy Ymoboun meprypa@eTal To 0pyavouUEVo oUvolo S1adikaoiy Kal
ovToTHTOY Yia T ovAAOYH — ammoBnkevon - uetadoon kar eelepyaocia bedousvav kKabag Kat yia tyv
IAPOXH XPHOLUWY, OAOKANPOUEVGV KAl EYKALPWY MIOEDY Kl IIANPOPOPLOY OOV KPIVETAL
arapaitnTo.

H &graon tne I npopoprarxn¢ Ymodoung yiveral oUpu@wva Ue 1o IapaKate IAALoL0 &
YAixo tne ITAnpowopraxne Yrrodoune:

° Eéomhiopog IIAnpopopikng kar Aoyiopuiko Lvotnuarog

° EéomAiouog Atktvov - Emkowvoviag

° II\npogoprara Lvortnuara - Epappoyée
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| O Eéomhiouog I npopopikrg ‘
Iepihapfaver ta maparkdto :
1. Hlerxtpovikovg vimoloyiotsg yia tnv evmnpetnon Siktoov kat spappoyov (Servers),
2. Ilpoowmrovg Hlextpovikovg Ymoloyioteg & Lrabuovg Epyaociag
3. Ileprpeperara kar aAAdeg ovoKEVES
4. Evepya otovyeia, Firewall kar Access Points.
1. Servers
To voooroueio Srabster mAnBog cikovikwy kar mpayuatikoyv Servrers. H Soun twv Servers sivail n
axolovOn:

» Ilparog¢ Hypervisor, Avaxourotn¢ DELL R530. O hypervisor avtog @iloéevel KATew Qo
mlatpopua Microsoft Hyper-V  Windows 2016 Server STD tig axolovbOeg eikovikeg
HnXQvES:

o Ilpwrevwy drarouiotng Atktoov
o Ipwtedwv drarourotng tov diktvov (Primary Domain Controller). O polog tov eivai
va eEAEYYEL THY TPOOLAOT TV XPHOTWV 0T0 OIKTVO Kal va EVITNPETEL TIC ALTHOEIS TV
APHOTWOV IPOS TIC EPAPUOYES IOV EIVAL EYKATEOTHUEVES. ALITOVPYEL KATG QIO HEPTL-
Pardwv windows 2012 server. To Active Directory tov Noookopueiov amotedeital amro
éva forest ato omoio gxer SnuiovpynOei éva kevipiko domain. Katw amd avto 1o ke-
vrpiko domain virapyouvv o devipoeidn katavoun Svo child domain dote va amlov-
oteveTal n SLaxelplon TV mOpwY ToL O1KTVOU Kal va akolovBel 1o faoiko Aertovpyiko
Swaypappa tov popéa. Iia kalvtepn diayeipion or mopor tov Kabe active directory
£Val 0pYAVOUEVOL 08 APKETEG SEXWPLOTES opades (organization unit).
O ovyrexpiuevos Oraxoutotng mpoopeper vanpeoie¢ DNS, DHCP oe olovg touvg
otaBuovg epyaociag. O DHCP sivar pvBuiougvog e t€1010 TPOIO WOTE VA OLavEUEL
owagopetika IP subnet ota VLAN mov €ival x@plopuevo 1o SIKTU0 ToU QopeQ.
e Database Server [laliov Avoitkntikov - Orkovouikov Epapuoyav — laliov Epyaotnprakov
Egpappoyodv
o Aszitovpyel katw amo windows 2003 server kai ypnoiuomoiel database Oracle 9.2.
E&vnnperel mepimov 10 otabuovg epyaoiag mov drabstovv Windows 2K-XP mov Asi-
TOUPYOUY KATw amo mepiffallov Active Directory. Xpnowuomoigitar omopadika yia
Aoyoug apyeiov.

»  Asvtepevov Srakouiotng O1KTOOU

Aertovpyel katew amo mepiffaldlov window 2008 server kai 0T0x0¢ TOU £ival va avalafer Tig

Aettovpyieg Tov MpwTevOvTa drakouloty oc mepimrwon opaluaros. IapdAAnla mpoopéper kai

vrnpeoieg devtepevovrog kevipikov DNS kar WSUS.

»  Awaxourorng Owktvov & Ilpooraociag amo lovg

Ilpooratesvel To cowTEPIKO OIKTVO AITO 10U¢, AVAAQULAVEL THYV EVRUEPWOT TWV TEPUATIKDY TWV
XPNOTOV e TIC TEASUTALESG EKOOTEIC TV VITOYPAPOV TV LWV KAl TIC POUTIVEC AVTIUETWITIONS
Tou¢ (virus updates) fpiorketar oe cloud exT0¢ TOU VOGOKOUELOD.

»  Aevtepog Hypervisor, Avaxourorye DELL R530. O hypervisor avtog giloéevel kATw arro
mAazpopua Microsoft Hyper-V  Windows 2016 Server STD ti¢ axolovBeg eirxovikég
unXaveS:

e Server Active Directory (AIOIKHTIKOY XYYXTHMATOZX)
o Aeitovpyel katw amo mepiffallov Windows 2016 server. Exer eykateotnueévo mave
ToU Kevipiko Active directory to omoio draBster 90 otabuovg spyaoiag mepimov kat 1
emMIIAE0V IPWTEVOVTQ Stakouloty Siktvov. Luvdestal e 1o kKevipiko Active directory
rar 6rabgter 1a subzone tov internal DNS oe Eexywproto DNS server mouv eival
EYKQTEOTNUEVOS TTAVE TOU.

»  Acvtepevov server Active Directory (A1oiknTikol ovothuatog)

Asgitovpyel katw amo mepiffallov windows 2003 server. Xtoyog¢ tov givar va avalafer tig
Aertovpyieg Tov Active directory Tov O101KNTIKOU OUOTHUATOS OE IIEPLITTWON IPOPANLATOC TOU
maponyovuevov server. Ilapallnda Asitovpyei kat w¢ file server.

» Tpito¢ Hypervisor, Aiaxouiotn¢c DELL R530. O hypervisor avtog¢ @ilofevel KQTw Qo
mlatpopua Microsoft Hyper-V  Windows 2016 Server STD tig axolovbOeg eikovikeg
HnXQvES:

o Server Active Directory (Epyaotnpiaxng Epapuoyng)
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Eévnnpertei mepimov 20 otabuoic epyaociag, ot 0tabuol epyaoiag civar EyKaTeoTn UEVOL
oe &exwpioto active directory mov Siabetel yovikeg oxeoeig ue to active directory Tov
VOOOKOUEIOU. LTOV Server £oyaotnplakng EQAPUOYNC ival yKATEOTHUEVOC KAl O
SLaKOUIOTHC EKXTUIIWOOEWY TOU IAMOU E0YAOTHPIAKOD OUOTIHUATOC.
»  Asvtepevov server Epyaotnpiaxot ovothuatog
Agrrovpyel katw amo mepifallov Windows 2003 server. Xtoyog tov ival va avalafer tig
Aerrovpyieg Tov Active directory Tov £pyaoTHPLAKOU OCUOTHUATOS O£ IIEPLITTWON IPOLANUATOS
Tov mmponyovuevov server. Ilapallnla Aerrovpyel kal w¢ Sevtepevwy drarxourotyg Antivirus.
» Ilaliog Server Miobodooiag
O Server Aeitovpyel katw amo mepifarllov SCO UNIX kai xpnowuomoieitar oav application
server aro thv epapuoyn ¢ urobodooiag yia Aoyovs apyeiov.

»  Awarourorég Firevall (packet filtering). O podog tov Stakouiotov avtav eivar va @iAtpdpouy
TO ITEPIEYOUEVO TRV OIKTUAK WOV IIAKETWY IOV IPOEPYOVIAL QIO TIG EEWTEPIKES OUVOEOELS TOU
voooroueiov (ovlevénge, ADSL, Wireless kAim) xai va Kamaypa@ouvv thyv £EEPYOUEVN KAl
g1oepyopevn SIKTUaKY KIVHON Tov YoooKouseiov. Asitovpyovy oe mepiffallov cluster Active-
Passive kar siabtovv Aerrovpyiko FreeBSD.

»  Awarourornc HotSpot wireless. Polog¢ tov eivar va eAéyyer tnv mpoofaon tov wirelles
hotspot mov Siabéter t0 voookoucio kar Aertovpyel Kdrtw amo mepifallov linux kai
npoopeper kar vmodoues RADIUS server yia tnv KpuOTOypAPHON TV HTAKET®V TGV
AOUPUATOV ONUELWV TPOOSAonS.

»  Awarourorne Dicom Afovikol touoypagov, slvmnpetel nv amoOnkevon Twv 1aTpLKoV
axovov tv Modalities (Afovikog, CR wAm). Eivar eykatsotnuévog oe EeXwpLoto
amopovougvo VLAN mov eivar ivar povo ta modalities kar 61a0gter Aoyiopuiko avoikTov
rodika DCM4CHE. Asitovpyei katw amo mepifallov Windows 2008 SRYV.

» Awaroprorne Amobnrsvone backup. Aeirovpyel kdrw amé mepifiallov FreeBSD  ue
Filesystem OpenZF'S, \ertovpyel w¢ lite Hypervizor e Jail. Ava@sgter stkovikn unyavy mov
éxer eyrarcotnuevo 10 Aoyiouiko URBACKUP Server mov &yer HAPQUETPOION)UEVOUS
repimov 40 otabuovg epyaoiag mov maipvovy kabnuspivo backup.

» Email Server — Proxy Server — Web Server

O server Aerrovpyel katw amo mepifallwv FreeBSD UNIX. Avaf¢ter eykareotnuevo mave
v email server tov voooroueiov kai tovg eéwtepikovg DNS Server. O i610¢ diaxouiotng
xpnowuomoieitar wg Web Server yia to webmail tov voookoueiov kar uepikws wg Intrusion
Detection System (SNORT) otav kpivetal ammapaityTo.

2. Ilpoowmikoi HAexktpoviroi Yrioloyiotee & Xtaluoi Epyaoiag

2to eowtepiko OIKTUO yiQ TQ TEPUATIKG TV XONOTOV xpnoiyomoovviar 201 mpoowmikol

NAEKTPOVIKOL DITONOYIOTEG e T aKolovba yapaxkTnploTiKa.:

Movtédo YroAdoyiotn Ap10uo¢ Tspuatikov AgiTtoupyiko ovotnua
13 100 WINDOWS 7-10
DUAL CORE 84 WINDOWS XP-7
PENTIUM4 17 WINDOWS XP-7

Heprpepsiara & aldeg ovoKEVES
Iia v efomnpeTnon TV EKTUIOTIKOV avayKov xphnotuomoiovvial 164 sxtvmwtes 651apopav

TUIGV KaTaveunuevol ota Siapopa ypapeia. O TUIoL TV EKTUIOTOY Eival ©

TVro¢ extvniwTn Apifuog
Laser 101
Inkjet 26
Axribag 7
Barcode Printers, Barcode Readers 9+6
Scanners / IloAvunyavnuaza 21
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| EéortAiopog Arktvov — Emikoiveoviov

O géomhiouog Siktvov mepilapfaver :

» To cowtepiro dixtvo (LAN)

» To Eéwtepixo dixtvo (WAN)

Ilapovoa karaoraon AikTvov

To onuep1vo tomiko SikTvO TOU VOOOKOUEIOV aIoTedeital Ao 564 IIOPTES EVEPY®Y OTOLYELWYV 01
omoieg kartaveéuoviar oe 12 Siapopetikois koufovg (kataveunteg). H mheiovotnta twv evepyov
ororyeiwv Srabster vimoboxee twv 100 Mbps 1 tov 1000Mbps. H smrorveovia puetalt twv Kopufov
emrvyyaveral ue tayvtntes v 1000 Mbps. H emkowvovia puetald 1ov KOuPov SmTuyyavetal
HE YOQUUES OITIKOY VoV 1etall tv KTiplev kal ue UTP kalobia 0To e0wTEPIKO TOV KTIPIWY.
To mpwrorodldo emrowvoviag yia thy petagopa dedousvev eivar 1o TCP/IP aAla to diktvo
viootnpilel kar aAda mpwtorodda semrowvaviag. Ta evepya otoryeia Srabsrovy Cisco 10S, Cisco
Cat OS, Allied Tellesyn OS, Nortel OS, ExtremeOS, HP OS, DELL CLI rar sivai
napauetporoinueva va vmootnpifovy VLAN, Gbit VLAN Routing, QOS, VRRP routing

To tomko GiKTVO MPOOPEPEL TIG £ENC VIINPEOLES

» Lvvbéer TOUG XPHOTEC OTOUG KEVIPIKOUG eCVINPETNTEG EPAPUOYWV KAl 0TIS LAoElS
bebopgverv

> Alver Suvatotnta Aertovpyiag eQapuroyy NAEKIPOVIKNG EIMKOIVOVIAS KAl aVIGAAQYHS
apyelov uetat TV xpnoTwy

» To bixtvo biver mpooPfaon oe vinpeoieg efwtepiredy VPN (m.y Kvlevéic) eved mapdAinia
Ipoo@epel kat mpoofaon oo Internet.

H ovvbeon pe to drabiktvo yivetar uéow ommikng ypauuns 100Mbps amo to ovleviic kat ue

ADSL 8 Mbps ue mapoyo mpoofaong tnv Otenet .

To elwtepiko Giktvo mpootateveral amo (evyog firewall mov eivar ovvdeusva ue 7o

dpopodoyntn tn¢ etaipiag Cisco (2801) kai ue 1o dpopoloynty tov diktvov ovlevéis. Tlave

ota firewall Aertovpyel IDS & NTOP yia v kaBnuepivy kataypa@n tng KIVIOEDS TOU

OikTvov.

To 6irktvo Gwabsrer kar wireless hotspot mov amoteleitar amo 22 aoclpuarta onueia

Ipoofaocng mov 0T0x0 EYoUv va Iapeyovv S1adiKTUO 0T0 IPOUWITIKO Kal TOU¢ aoBevelc Tov

vooorousiov. Ta aovpuara onusia mpoofacns £ival DAPAUETPOIOINUEVA LUE TETOLO TPOIIO

wote va Sraopaliletal B AIOUOVOON TOUS QIIO TO VIIOAOLIIO GIKTUO TOU VOGOKOUEIOU QIO TO

OlKTVO IOV Exouv mpoofaon ol emokentes (ekmeumoviar 6vo SSID mov eivar oe Sr1apopeTiKo

VLAN kai eival amopuovoueva netald touvg).

Emiong Aerrovpyei aovppary (e0&n tomxov diktiov e 1o KTipto mov piloleveitar n povada

Tov TEXVHTOD veppov. H (cién yiveral ue mpowtoxoldlo 801.11a ota 5 GHz ue (cvyo¢ mikrotik

HOUITOOEKTOV.
TnAemrkorvwviakos EdortAiopuog
Tvrio¢ Evepyov otorxeiwv Ap1Buog
Router Cisco 2801 (Cisco 10S) 1
Switch Cisco 2950T (Cisco 10S) 2
Switch Cisco WS-X2948 Series 4000 (Cat
1
0S)
Switch Layer 3 extreme networks (summit 7
x450a-48t)
Allied Telesyn Rapier G6 (Allied Telesyn 7
0S, L3)
Allied Telesyn AT-RP48i Rapier 481
(Allicd Telesyn OS. L3) I+1 Backup
Allied Telesyn AT-8724XL (Allied Telesyn 7
0S8, L2,L4)
Allied Telesyn AT-8748XL (Allied Telesyn 7
0S, L2,L4)
Nortel 425 4
Nortel 5510 1
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HP procurve 2948 2
HP Procurve 1800 1
Dell N1548 2

Wireless Access Point Linksys 16
Wireless Access Point UBNT 5
Wireless Access Point Mikrotik 2

ITAnpopoprara Xvortnuata kar Epappoyse Aoyiouixov
Ta ITAnpopopraxa Xvotnuara kar or Egappoyee Aoyiouikol mov ypnoiuomolovvial OnHUeEPA O0TO
Noooxrojpeio Ayiov Nikoddov givar ta &ng:

AroiknTiko-otkovoutko IIAnpopopiarxo Xvotnua

IHepilapPaver tig epappoyes yia ta e£ng ypapeia/tunuata: Avayeipion YAixov /AmoOnkdy,
Dapuaxeio, Ipapeio Kivnong & Aoyrotnpio Aobeviyv, Hlextpoviko Ilpwtoxoldo, Ipapeio
Ipoowmirot, Aoyrotnpro, Araitodoyrko, MioBobooia KA.

Epyaotnpiaxo IIAnpopopraro Kvotnua

IepilapuPaver tic spyaotnpiares epappoyes Arparoloyixot, Broynuikov, Mikpofioloyikor
rar Avogoloyikov. Ymapyer S1aovv8eon Tov IANPO@OPILAKOD CUOTHUATOS QUTOU UE AVAAITES
TRV gpyaotnpiov ueow Ovpac RS-232 yia aviadllayn O6cbousveov kar amoteleoudiov Twv
eéetaocwv. Yrmapyer emiong epapuoyn yia v Aruobooia.

Aneikovioniko IIAnpopopraxo Xvotnua

HepidapPaver tn Owaysipion kar tnv amoOnKevon TV QIEIKOVIOTIKOY £EETACEWV IIOU
extTedovviar aro Tov afovikd topoypdpo tov Nogokousiov faociletal 0to avoikTo AOYLOUIKO
DCM4CHEE, sivair taovvdspgvo ue tov afoviko topoypago kar pe 1o CR tov axtivoloyikov
TUNUATOS. ALQVEHEL NAEKTPOVIKQ TIG QIIEIKOVIOTIKES &EETAOEIC OTHY ITAEIOVOTHTA TV
TUNUATV TOV VOOOKOUELOD.

Egappoyse Avtopatiopot Ipagesiov

LvvnBwg¢ mpokeital yia epapuoyes ypapeiov onws MS Office 2003 nn 2007,2010 , epapuoyeg
NAEKTPOVIKOD TAYUOPOUEIOV KAIL.

Egappoyn Hlextpovikng Kvviayoypapnong (xpnotpuomoieital amo mAnbog otabuav epyaoiag
yia THY GUVTAYOYPAPNON TV PAPUAKOV TV eEOTEPLKY aoOevav)

Egpappoyn Levikng 61ev0vvong purobov kar ovviaéewv AAYK

Egappoyn EOvikov ovotnuarog dnpuooicwv ovpfiacewy

Egappoyn EOIIYY eAAITY

Lvldoyng Lraniotikav Aeboueveov Movadwv Yyeiag ESY.net

Alde¢ Epappoyse
Haligg Sroiknmikeg epappoyes tov etaipeiov Cteam, Unisoft mov xpnoiomolovvial Opuws

oropadika yia Aoyovg apyeiov.

Aaufavoviag v’ oyn v mpoavagepBsioa meprypapn tne IIAnpopoprarkng Ymoboung tov
Noooxroueiov Ay. Nikoddov, n avaykn os texvikn virootnpién 0a faoiotel oti¢ axolovbsg amaitnoecis
mov agopouv tnv mpwrtofabuia kar dsvtepofabuia teyvikn vmootnpiln. O avaboyo¢ kaleitar va
ralvyer kara ) Siapkrsia ¢ ovpfaong ta akolovba 6vo aviikeipeva pyov:

1.) Avtikeipevo épyo Ilpwrofiaburac texvikne virootnpilne (Aiapkeiag 12 x 176 wpwv)

Enaveyrkardaoraon tov epappoyoy tov G101KNTIKO-0LKOVOULKOU, TOU £0YA0THPIAK0D KAl TOU
KAMVIKOD OUOTHUQTOS KAl TGV EPAPUOYDV IOV IIEPLYPA@OvIal 0to tunua «IIAnpopopiarxa
Lvotnuara Aoyiouikov) orovg otabuovg epyaoiag tov NoooKoueiov oOu@ova Ue tig 00nyieg
IIOU IIAPEYEL 0 KATAOKEVAOTHS TOUS KAl TO TUN A IIARP0@OpLKHG Tov NooOKOUEIOD.
Enaveyrkaraoraon tov otabucv pyaociag atov evepyo kataloyo wote va Sicvkodlvvetar n dia-
XELPLON TV IOPEY TOU SIKTVOU AII0 TO TUNUA TAnpo@opikn¢ tov Nodokoueiov. Me tov 0po
IIOPoUS SIKTUOU £VVooUuEe a) otabuols epyaoiag ) EKTUIOTES V) AIOUAKPVOUEVQ OVOTHUATA
apyeiov Ka.

Aayvoon kail amokataotaon v fAafov mov apopovy to vAiko (hardware) kai 1o Aoyropuiko
TV atabuov spyaociag Ttov vodorousiov (ue faon ta ovpfolaia ouvinpnong amo Tous KaTa-
OKEVAOTES TOU AOYIGUIKOD).

Eyraraoraon tov otabucv epyaoiag kal eV DEPIPEPELAKWDY TOUS 0T0 E0WTEPIKO OIKTVO TOU
VOGOKOUELO.
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o Eykaraoraon 1oV epapuoycyv AoyioulKol oV aIaitovvial 0Tovs 0Taduols e0yaoiag oUU@va
e T1¢ vITodeiEels ToU TUNUATOS ITANPOPOPLKETC TOU NOGOKOUEIOU KAl UITOPEL VA EIVAL EPAPILO-
yé¢ yia thv mpootaocia Twv ovothuatwy (AntiVirus, Firewall), spappoyée opyavoong ypa-
pelov (emelepyaoiag KeEVoy, Aoyiotika @UAAa, Stayeipions nAESKTPOVIKOD TayvdOpoueiov
KAII).

o Ymoompiln kat forBsia twv xe1p10Tey 0TabROV £0yaciag oTi¢ EQAPUOYES IOV X0 OLULOIIOIOUY
(meprdlapfaverar kar n kabnuspivy Tove cknaibcvon Katr erwilvon rpofAnuatwv
xonong tov H/Y).

o H smaveyrkaraoraon Oracle Database Client os 6oovg otabuovg spyaoiag amaiteite Katd thv
npwrofabuia virootnpiéy.

o  H smaveykatdoraon tov Aeitovpyikol ovorthuatos v 201 otabuovg epyaoiag tov Noooko-
ueiov.

o H emilvon mpofAnpudroy mov agopoty Tovs 164 eKTUIIWTES TOU YVOOOKOUEIOU £PO0OY QUTA OV
xpnlovy amootodr otov kataokevaoty Touvg (paper jam, kabapiopol, drivers, eykataotaoeig,
UETAPOPES KAIT).

o  Avuraraoraon tov uaatapiov UPS tov otabuov epyaociag

o H eyraraoraon kair mapauetpomoinon v epapuoywv Backup (Urbackup client)

e Eldeyyog ti¢ kadng Aertovpyiag tov aovpuarov Oiktvov Tov NoooKoueiov.

Tia tyv avripetomon mpofARUATOY Kal TNV TEYVIKY DIIOOTHPLEN TWY OVOTHUATOV 000V a@OPd TQ

maparave mov opiovial w¢ «Ilpwtofabuia Ymootnpiénn, o Avadoyog vmoypeovtal va Hapeyel

SMTOMQ EIEULAON TEXVIKOU THE £TALPEIAS 0T0 Yo Tov Nodokoueiov yia (176 wpeg) Tto unva

Yia €va £rog, Ywpic Kauia emmAcov otkovoulkn empPapuvvon. H amorxaraoraon tov fAlafov Oa

yiveTar 1o oAU eviog 2 wpav amo tnv avayyelia ¢ fAafne. H avayysAia tne fAafne Oa yiverar

amo To apuodlo TUNUG IANPOPOPIKNG TOU VOOOKOUEIOV. Xe HMEPLITWON ITOU TO VOOGOKOUELO

XPEIAO0TEL YIQ EVQ OUYKEKPIUEVO UNVA ITEPLO00TEPES AT 176 wpeg vmootnpiéng 10te auvtes Ba

UITOPOUV va motwBovv otov emouevo unva ue mepibopro 10%. Avto onuaivel 0Tl T0 YOOOKOUELO

yia éva unva pmopel va (ntnost kai va Aafer 176+10%=194 opeg Kar yia Tov EIIOUEVO UNVAE VA

(ntnoer kar va Aafer 176-10%=158 wpeg. To avvolo 10V wpav vIIooTnpiine Kata tn didprela

7oV £Tnoiov ovpfodlaiov mpsmel va eivar 176 x 12 = 2112 wpeg TovAa)10T0V.

o To xoorog tvyov aviallakTikoy mov pumopel va amaithBovv Lapaivel To VOGOKOUELO.

2.) Avuikeiuevo £pyo Asvtepofialuiag texvikne vmootnpilne diapreias 384 WPV £TNoiwe

o H Siayeipion kar vimootnpill] v evepywv Kataldywv tov vooorouciov (Active Directory)
raBw¢ kar n felriotormoinon Tovg.

o H Gwayeipon kar vimootnpiln twv Siaroutotwv RADIUS, DNS, DHCP, RAS, WSUS rov
VOGOKOUELO.

o H diayxeipion kar vmootnpiln twv Database Servers (Oracle, MIS-SQL, My-SQL) tov vooo-
roueiov (Oev mepilaufavovrar or server tov ERP, spyaotnpiaxol ovothuarog).

o H biayeipion kat vrmootnpiln tov AeITovpyiKoU GUOTHATOS TV S1AKOUIOTWY TOU VOOOKOUELOD
(Windows 2000 Server, Windows 2003 Server, Windows 2008, Windows 2012 Server, SCO
UNIX, Linux Debian, FreeBSD).

o H Siayeipion kat vmootnpiln TV E0GTEPLKOV EVEPYWDY OTOLYELWYV TOU VOGOKOUELOD.

o H Siayeipion 10V 0v0TATIKOV 0TOLXEIWV TOU OLKTUOU Kopuov tov popsa (VLANs, Trunks,
IEEE protocols) pe 1£1010 10010 @0TE T0 GIKTUO VA KATATUNTE 08 ULKPOUS AOYIKOUC TOUEIC UE
0TOY0 TNV EVKOAOTEPN THY Lfeltioromoinon tng Siayeipiong Tov.

o H Giaysipion kar vmootnpiéng tov mpwtokoldlov 802.1x mov ypnoiuomorovy yia port based
authentication ot otabuoi epyaociag oTi¢ IOPTES TWV EVEPYWDY OTOLYELWV.

o H mapauetporoinon twv evepywv oroyyeiwv ue 1o RADIUS Server twv Active Directory.

o H biayeipion kar vimootnpiln tov eE0Tepik@v SIKTVAK OV OUVOE0EWDY TOU VOGOKOUELOU KAl TV
mepipepelakay mov tig ovvodevovy (Routers, Firewall, Wireless Access Point).

e H Gwayeipron kar vimootnpiln tov email server & web server tov voooKougiov.

o H Siayeipion kar vimootnpiln tovg Proxy Server kai tov Content Management tov voooKo-
ueiov.

e H Gwayeipron kar vimootnpiln tov IDS tov voookousiov

o H diayeipion kar vmootnpiln twv Hyper-V Server kai twv replication touvg.

o H diayeipion kar vmootnpién tov URBackup Server
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o H biayeipion kar vmootnpiln tov DCM4CHEE Server

e H Giaovvbeon véwv Modalities (Aéovikav, virépnywv, CR) ue tov DCM4CHEE Server.

o  H vmmootnpiln tov TuRpatos mAnpo@oplkns oc Osuata mov apopovy tn Sraovvoeon 1aTpikodv
UNYaVRUATeV e 1o vimolouro Siktvo (Afovikovg, Yaéonyovg, CR kAm).

Me tov 0po Sraxeipion kal virooTnPLln TO VOGOKOUELO AITAITEL:

I'ia Tovg Server:

o Emaveykaraotaon TV HAPAIAVe CUOTHUATGV OHOLAONIIOTE XPOVIKY OTIYUN UEOQ OTO E£TOC
otovg Servers, TV KAIVIK®@YV, OL0IKNTIKGYV, EPYQA0THPIAKWY GUOTHUATWY, TOU VOOOKOUELOD (-
0TE QUTA V& KATAOTOUV AEITOVPYLKA OF IIEPLIITWON OPAAUATOS.

o  Amouaxpvougvy maparxolovdnon twv Event Log 1wV ovoTthuaTtev KAl avapopd Twv mpofAn-
UATWV IOV Iapovotalovial 010 IPOCWITIKO TOU VOOOKOUELOU WOTE VA VIIAPEEL IPOANWY QII0
Kplolua opaiuara.

o [laparolovOnon Kar eVRUEN®ON TV OUOTHUATEY UE TIC AIAITOVEVES fonOnTikée ekbooeis
Tov¢ (patch) wote va amopelyovial IPOPARLATA AOPALEIQS IOV UITOPOUV VA IIAPOVUGLAOTOUY
KaTd T ASITOUPYLa TOUG.

e Eyraraoraon 610p0wTikoV 600wV TV IANPOPOPIAKOY OUVOTHUATEY IOV IAPEXOVIAL QIO
TNV KQTAOKEVAO0TPLA ETALPELQ.

I'ia ta evepyad oroyyeia:

o Awayeipion kal maparolovBnon twv akolovBwy DpwToKOAAWY emiKoOIVOVIAC:

IEEE 802.1s, IEEE 802.1w, IEEE 802.1x, IEEE 802.3ad, IEEE 802.3x , IEEE 802.1D

Spanning Tree Protocol, IEEE 802.1s, IEEE 802.1Q, IEEE 802.1w, IEEE 802.1x, IEEE

802.3ad, IEEE 802.3ae, IEEE 802.3z , IEEE 802.3, IEEE 802.3u, IEEE 802.3ab.

Ta mapamdve mpeToKoAda Ta X p1oLHLOI0L0UY Kal EIVal IIAPAUETPOIOINUEVA UE QUTA, TA EVEPYQ

ororyeia Tov SikTvOV. Knuavtiko civar va karavonOst otr Oa amaitnBovv mapeufaocsic o Layer

2,8 mov kvpiwg Ba apopovv Srayeipron VLAN rar e0wtepikn¢ Opopoloynong twv aKET@V TOU

TOILKOU OLKTUOU.

o  Awayeipion kal maparxolovOnon tov (evyovg Firewall tov vooorkousiov mov Aeitovpyel KATw
aro mepifallov FreeBSD & ovvodevtikwv epappoyov monitoring mov oto ovvodevovy (RRD
Graphs, NTOP, SNORT rk\Am). Emiong otov e otepiko S1KTUAKO KOPUO QITQLTOUVIQL TTIQPELL-
Paoeig mov agopotv ta mpwtokoldla diktvwy amro Layer 2 éw¢ Layer 7. Eibikotepa Siayeipion
dpopodoynoswv, Access List.

o  Niwayeipion tov VPN Server tov voookoueiov.

o Awayeipron tov Captive Portal Tov vOGOKOUELOU Yia TOUS XPNOTES TOU QOUPUATOU OLKTUOD.

o H diayeipion twv Wirelles Access Point Controller.

EmnpooOsta o avaboyog mpémer va civar oe 0gon va mapeyxel kal ta akolovba:

o  Kabnuepvn thAepovikn vimootnpilh 1V epyalOUEVRY IANPOPOPIKNS 0AS WOTE VA £Ival 10
QITOTEAEOUATIKTY 1) EMIAVON TOV TPEYOV TV TEXVIK®Y IPOLANUATOY QIO TO TUNLA IIAPOPO-
PLKHC TOU YVOOOKOUELOV.

o Emroma mapsufiaon tov texvikol devtepofiabuias vrtooTnpidng eviog mEVIE WPV, €AV
n tnlepoviky mapsufaon dev emAvost mpofAnuara mov Kpivovial Kpiotung Kat (OTIKNG
ONUAOLag YiQ T UHNXAVOYPa@LKG OUOTHUATA TOU VOGOKOUELOD.

e Mnviaia mapaxolovBnon tng Aeitovpyiag Twv SIKTVAKOY vITOdOUWY Kal dnuiovpyia avago-
pav Iov atoyo Ba xovv va Pelricdoovy thy aopaleia, thyv adiomortia kar Aertovpyia Tov Oi-
KTUOU TOU VOOOKOUELOD..

e Ymoomnpiln kar fonbOsia oc emimedo texyvikng oxediaon¢ twv vrevBuvveov IANPOPOPIKTC TOU
VOOOKOUEIOU OYETIKA UE THY [EATIOTOIOINON KAl EIEKTAON THE IAPOVOAS VITOOOUNS AN PO-
QOPLKHG.

o  Exmaibsvon towv vredBuveoy Tov TUNIATOS IANPOPOPLKTS TOU VOGOKOUELOU avapopika ue Os-
pata Sraxeipons kal Aertovpyiag tov S1KTOU Kal TV AEITOUPYIKOY OCUVOTHUATOY TV O1aKo-
HLOTQV.

o Olegg o1 mapespfaocis Oa mpemer va ivar va 0gon va extedeotovy arro tov avadoyo omoiadi-
IIOTE NUEPQ KAl WPA EVTOS 5 WPV QIIO THY avakoiveon tng fAafng.

H xpovikn Oiapkreia towv napcspufaccwv Ocvtepofiabuias vmootnpilne mpérer va
npoopeplovv npénel va givat tovdaxtotov 384 ®POV eTNOLGG.
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Emiong o avaboyog Oa mpemer va Aafer virown oti:

o O Avadoyog opeider va kataypaper nAektpovika ue faon to diebveg standard ITIL n ISO
20000 (ta meproTatika yia ta omoia KAROnke, ta mpofANuata Iov avIiUeTOIIIOE, TI¢ AVIIKA-
TQOTAOELS ITOV EKAVE, TiS workaround Avoei¢ mov £6woe, Ti¢ EKKPEUOTNTES IOV VIIAPYOUV UE
KATQYEYPAUUEVOUS AVAANVTIKG TOUS Y0OVOUS AVIQIIOKPIONS) KAl VA T4 OUOXETI(EL NAEKTPOVIKA
ue ta Paon maywwv. H vmpeoia mARNPo@opIKN¢ TOU VOGOKOUEIOU IPEMIEL Va £xel SuvaToTnTa
va IPOCIENAUVEL AVAAVTIKG TO CGUOTHUA TOU avadoyxov. AlQUETOV TOV OVOTHUQTOS IPEIIEL VA
UITOPEL va SIveTar avapopd TV KATayPAUUEVDY ETEUPACEDV

o Oa sxtiunbei 16iaitepa n amodederyudvny pumeipia v vIowneioy avadoywy oty Siaxeipion
Katr vIooTHPIEY UEYAA®V SIKTUGV KAl OUOTHUATOV IIANPOPOPLIKNS 101alTENA OTO X WPO THE U-
yeiag.

e O avaboyog mpérer va 600l OAOKANPOUEVH ITPOTPOPA YIa OAQ TA TUNUATA (AVTIKELUEVQ) TOU
gpyou.

TEXNIKEY IIPOAIAT'PA®PEXY
I'a Tnv Yootnpiln twv Servers, Tepuatikov kat tov Aiktvev tov H/Y
tov I'N-KY NEAIIOAEQY «AIAAYNAKEIO»

To voooxroucio 61abster Tov axolovlouve Servers:

O servers mov xpnoLHOIIOOUVTAL £Ival o1 £EHG :
»  Ilpowteiwv Siarxoutotys AitkTooU
Hporevwy Srarxourotne tov Siktvov (Primary Domain Controller). O podlog¢ tov givar va
eléyyer Ty mpoofiaon Twv xpnoTwy 0to SIKTVo Kal va eEVINPETEL TIC ALTHOELS TV X PN 0TV
IIPOG TIS EQPAPUOYES ITOV EIVAL EYKATEOTH UEVEG.
To Active Directory wov Noooxouciov amoteleitar amo &va forest oto omoio &xel
Onurovpynbei eva kevipiko domain.
O Gwaxouioteg ov active directory mpoopepovy kar vrnpeoies DNS, DHCP, RADIUS oe
oloug tovg atabuovg epyaoiag. O DHCP sivai pvOuiopugvog e T€To10 Tp0IIo wote va O1aveueL
orapopetika IP subnet ota VLAN mov gival ywpiopusvo to SiKTUO TOU @opéa. Asitovpyel
Katew aro meprfaillov windows 2008 server. O i510¢ S1aKkou10TH ¢ IPOOTATEVEL TO EOWTEPLKO
OiKkTVO QIT0 100¢, avalapfavel TRV EVRUENWON TWV TEPUATIKMV TWYV XPNOTWV UE TIC TEAEVTALES
ekHO0EIC TWV VITOYPAPOY TGV IOV KAl TIC POVTIVEC AVTIUETWITIONS Touv¢ (virus updates) 6ia
ueoov 10 Aoyiouikov Panda Antivirus Server.
»  Asvtepevov Siakouiotys Atktioov
O drarouiotng Aertovpyel katw amo meptfallov windows 2012 Server kal xpnoLuomolElTAL
w¢ emmpoobetog drarouitotng Oiktvov Tov Active Directory tov vooorouciov. Ilapéyet
Aerrovpyie¢  DNS, File Sharing, WSUS kair backup server Siaucoov tov Aoyiouikov
URBACKUP. Ermiong nave otov S1akoulory AE1Tovpyel EIKOVIKOS server o€ HePLSAAAV
HYPER-V mov &iabsgter tov server mov efvmmpetel T0 OOIKNTIKO CUOTHUA TGV
KAnpodoTnuatwy.
»  Awaxourotn¢ Firewall.
O Gwaropiorng Aerrovpysl katew amo mepifiailov FreeBSD UNIX kar gyer avalafer poro
Firewall peralt tov Siktvov ovlevéic kar twv Aowmov WAN ovvbéocwv mov Siabgter To
voooroueio. Ilapalinla Aertovpyel kar w¢g Intrusion Detection System oe mepiffailov
SNORT.

| ElormtAiopog Xraluov spyaociag & Ilepipepeiakaov

O géommhiouog Giktvov mepilapfaver :
2t0 £0wTEPLKO OIKTVO YIQ TQA TEPUATIKA TV XPHOTOV XPHOLUOIOIOUVIQL IPOOWITIKOL HAEKTPOVIKOL
vimoloyioteg. Eivar o1 mapaxato:

Movtédo Yrrodoyiotn T;Zlcffz ?CS;) v Agitoupyiko ovotnua
Pentium 4 30 Win XP/ Windows7/
Windows 10
Celeron 2.66 3 Win XP
Laptop 6 Windows 7
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Heprpepsrarna & aldeg ovoreveg
Iia v e&vmnpgtnon Tov EKTUIOTIKOY QVayKOV XPOHOLLOIOI0UVIAL EKTUIIOTES O1a@0pWY TUIWV
rataveunuevor ara Sragopa ypapeia. O T0Iol TV EKTUIIOTOY £IVAL :

TVro¢ sxtvniwTn Apifuog
Laser 14
Inkjet 2
Barcode Printers, Barcode Readers

Scanners 1
UPS 20

| EéorrAiopog Aiktvov — Emikorveoviov

O géomhiouog Siktvov mepitlapfaver :
» To eowtepiro dixtvo (LAN)
» To Edwtepiro d6ixtvo (WAN)

Ilapovoa karaoraon AikTvov
To onuepivo tomiio SiKTVO TOV VOOOKOUELOU AITOTEALITAL AITO 55 £10000U¢ EVEPYWDY OTOLYELWY TQ
orola Kataveuovial oe 2 O1a@opeTiKovs KOuPovs (KaTaveunTtes
H mherovotnta twv evepyav otoryeiwv diabster vmodoyes twv 100 Mbps. H emkowovia uetald
TV KOuPov emrvyyaverar pe tayvtntes tov 1000 Mbps. To mpwtorkollo emkovoviag yia tnv
uetapopa ocbousvov civar 1o TCP/IP alla to dixtvo vmootnpiler kar aAda HpwT0KOAAG
emrowoviag. Ta evepya otoryeia OrabBstovy Nortel OS, DLINK OS rkar sivar
mapauetporoinueva va viootnpilovy VLAN, Gbit VLAV Routing, QOS, 802.1x port based
authentication.
To tomko GiKTVO MPOOPEPEL TIC £ENC VITNPEOLES
» Xvvbéer TOUG XPHOTEC OTOUG KEVIPIKOUSG eCVINPETNTEG EPAPUOYWV KAl 0TIS LAoElS
bebopgvav
»  Aiver Svvarotnta Aertovpyias e@apuoywy HAEKTPOVIKNG EIMIKOIVOVIAS KAl AVIAAAQYHG
apyelov uetat TV XpnoTwy
» To Sixtvo biver mpéofaon oe virnpeoieg eéwtepikav VPN evod mapdAAnda mpoopépetl kat
poofaon oro Internet.

To eéwtepiio SiKTVO TOV VooOKOUELOV OUVOEETAL UETw HU10Bwuevne ypauunc 2 Mbps ue to diktvo
ovlevéie kar 50 Mbps VDSL. To swtepiko Oiktvo mpootatsevetar amo firewall to omoio
Aertovpyel katw amo mepifallov FreeBSD rar Siabster IDS Snort. 'Exyet HapapueTtpomoinueves
moMTikeg source routing mov katevBovovv tnv kivpon mpog to Internet mpog to VDSL rai tyv
kivnon mpog 1o Syzefxis Siaugoov v 2 Mbps.

TnAemrxorvowviarxos ESortAiopuog

Turro¢ Evepyov otorxeimv Ap1Buog
Switch Nortel 425-24 1
Switch Nortel 5520-24 (Layer 3) 1
DLINK 1228 1
ALLIEND TELESYN 4

O mapamave O1aKOUIOTEG Kal €VEQYQ OToLyEla IIov mpoavapepBnkav otnpilovv v ouaAn
Agitovpyia TV vITOSOLGY IIANPOPOPLKNS TOU VOGOKOUELOV. LE ITEPLITWON ITWONS THS AEITOVPYIAS TOU
onurovpyotvral mpofAnuata Svolertovpyiag otovg otabuovs epyaoiag e AIMOTEAEGUA TNV ITWOT TV
OVOTH ATV UNXAVOYPAPTOTG.

Tnlepovikeég vImodoueg.

To voooropeio Srabster tndepoviko kévipo Alcatel Omni PBX mov ivai Sraouvlepgvo pe 1o SikTvo
ovlevéng. Ipoopéper mepimov 50 evepyEe EOWTEPIKES YOAUUES 0L oIToleg TepuaTi{ovial ite draudoov
IAMOU 0WTEPIKOV THAEPOVIKOU OIKTUOU gite Siaueoov tn¢ véag Sounuevne Kalwdiwong.
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ITAnpopoprara Xvortnuata kar Epappoyse Aoyiopixov
Ta ITAnpopoprara Xvotnuara kar o Eappoyge Aoyiouikol mov Ypnoluomolovvial ONUEPQ 0TO
Noooropeio Ayiov Nikoddaov givar ta &ng:

Aroikntiko-otkovouirko IIAnpopopiarxo Xvotnua

HepihapBaver tigc epappoyse yia ta e&ng ypapeia/tunpara: Awayeipron YAikov /AmoOnkdv,
Dapuareio, Ipapeio Kivnone & Aoyrotnpio Aobevov, Hlextpoviko Ilpwtoxoldo, Ipapeio
Ilpoowmrov, Aoyrotnpro, Araitodoyiko, MioBobooia KA.

Epyaotnpiaxo IIAnpopopraro Kvotnua

HepihapuBaver tic epyaotnprares epappoyes Arpuaroloyikot, Broynuikov, Mikpofioloyikov
rar Avogoloyikov. Ymapyer 61a00v8eon Tov IANPOPOPLAKOD CUOTHUATOS QUTOD UE AVAAUTES
TV £pyaotnpiev ueow Bvpag RS-232 yia avialdayn Oedouevov Kair amoteAeoudt®v Tv
eéetaoewv. Ymapyel emiong epappoyn yia tnv Arpodooia.

Egappoyse Avtopatiopot Ipagesiov

LvvnBwg¢ mpokrertal yia epappoyes ypapeiov onws MS Office 2003 1 2007,2010, epapuoyeg
NAEKTPOVIKOD TAYUOPOUEIOV KA.

Egappoyn HArextpovikng Kuviayoypapnong (xpnotpuomoieital ammo mAnbog otabuav epyaoiag
yia THY GUVTAYOYPAPHON TRV PAPUAK®V TV EEOTEPLKY a0Oevav)

Egpappoyn I'evikng die00vvong urobov kar ovviaéewv AAYK

Egappoyn EOvikov ovotnuarog dnpuooicwv ovpfiacewy

Egappoyn EOIIYY eAAITY

Lvldoyng Lraniotikav Aebougveov Movadwv Yyeiag ESY.net

I'ia 10 oro0mo auto To voookoueio (nTast va ayopdoet eTnoilws 240 wpe¢ vimootnpilng Kata tnv

Swaprera towv omoiwy Ba yivoviar ot akolovBsg evépyeieg: (omoradnmote nuepa kar wpa amaitnOel):

Q. H Giayeipion kat virootnpién tov evepywv KaTtaloywy Tov vodokoueiov (Active Directory)

raBo¢ kar n felriotoroinon Tovg.

H Siayeipion kar vimootnpién v Staxourotedy RADIUS, DNS, DHCP, RAS, WSUS tov

VOOOKOUELO.

&, H dwayeipion kar vmootnpiln twv Database Servers (MS-SQL, k.\.11) Tov voookoueiov
(6ev apopa o cluster Tov véov H101KNTIKOU OUOTHUATOS).

o H Gwayeipion rkar vmootnpilny tov AE1TOUPYIKOD OUOTHUATOS TV OlAKOULOTOV TOU
voooroueiov (Windows 2008 Server, FreeBSD).

& H Siayeipion kar vimootnpiln tov Aitovpyikol ovotnuarog twv otabudy spyaciag Tov
vooorousiov (Windows XP, Windows Vista, Windows 7, Windows 10).

N H Gwaysipion kar vmootnpiln TV O0WTEPIKWV EVEPYWYV OTOLYEIWV TOU VOOOKOUELOU.
Hapapetpomonosigc (VLANs, Trunks, IEEE protocols, Routing protocols ki)

o H 6Gwayeipion rkar vmootnpiénge tov mpwtoxkoAdlov 802.1x mov Ypnoiuiomoovy yia
authentication ot otabuoi pyaociag oTi¢ IOPTES TWV EVEPYWDY OTOLYELWV.

&, H mapauetporoinon twv evepyav otoryeiov ue 1o RADIUS Server twv Active Directory.

& H Siayeipion kai vrootnpién tev eEOTEQIKOY OIKTUAKGY OUVOE0EWY TOU VOGOKOUELOD Kal
TV IEPIPEPEIAKGYV IToV Tis auvodevovy (Routers, Firewall, Wireless Access Point, Lased
lines).

Q. H Gwaysipion kar vimoornpién tov Firewall kai tov IDS tov voookousiov.

Q. Ymootnpién tov epappoyody ypapeiov kat nASKTpovikng alinloypapiag twv 39 H/ 'Y tov
VOGOKOUELO.

Q. Awayeipion kar virootnpiln Twv S1acvveEoewy TV vITodouwy ue to OikTvo ovleviic

Q. Awayeipion kar vimootnpiln twv 61a0vVOL0EwY TOV EKTUIOTWV TOU YOOOKOUEIOU UE TOUS
H/Y

N, Awayeipion kar virootnpiln twv antivirus server tov voookoueiov (Panda)

&, Avrikaraoraon tov umatapiav twv UPS tov vodokoueiov (to kK00T0¢ TV VAIK@V fapiver
TO VOOOKOLUELO).

&, Awayeipion twv mpofAnuatav mov mposgpyoviar amro ta UPS twv otabuwv epyaociag tov
VOOOKOUELO.

Q. H Gwayeipron tov mpofAnuarwov mov apopovy tig ADSL ovvbéosic twv mepipepeiardy
LaTPELWY TOU YVOOOKOUELOU.

Q. Awayeipron kar vimootnpién tov URBACKUP Server kai Client.

Q. Avtiperomon 00wV mpofAnudtov eu@avi{ovial 0To THAEPOVIKO KEVIPO TOU VOGOKOUELOU

&
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rat tn¢ Sraovvdeong tov ue 1o ovlevéng. Ta mpofAnuara avid apopovv Siaoivéeon Twv
Thnlepovik@v OUOKEVOV UE TO KEVIPIKO KATaveunty ue v Ponbsia tov €idn
EYKQTETTNUEVOV YPAUUWV, O1aoUvOeon ToU THAEQOVIKOU KEVIPOU UE TOV KEVIPLKO
KATAVEUNTY], UETAPOPE THAEPOVIK®Y CUOKEVOV Kal O1aovvleon Toug UE UIIAPYOVOES
yoauuee Sounuevng KaAwSiwong, EAeYYog THS EMIKOVOVIAC LE TO OU(EVENE KAl AITOOTOMNN
SLerIIepaiwon ¢ auTn ATV IOV AQOoPOUY QUTO.

Me tov 0po Srayeipion Kal virooTPLln TO VOGOKOUELO AITAITEL:

1.) I'ia tovg Server & Ymoloyioteg:

i. Emaveykardoraon tov mapamave ovotnuaToV OIol1adNIIOTE X POVIKY OTIYUY UECQ OTO
£ro¢ Kkabo¢ Kar towv KAMVIKOV, OL0IKNTIKGY, £0yaoTnPIAK®V CUOTHUAT®V, TOU
VOOOKOUELOU (DOTE QUTA VA KATAOTOUY AEITOUPYIKG O IEPLITTOO0Y OPANUATOG.

ii. Amouarxpvougvy mapaxolovbnon twv Event Log twv ovotnuatov Kar avapopa twv
IPOPSANUATOY IOV Iapovola{ovial 0TO IPOOWIILKO TOU VOOOKOUEIOU WOTE VA VIIAPEEL
IpoAnwn amo kploiua opaluata (Apopa tovg Servers ©ovo).

ii.  IlapaxolovBnon kai evhueP®On TV CUOTHUATOV UE TIC QIALTOVUEVES LonOnTiKES
exbooeig Tovg (patch) wote va amopevyovial IpoLfARUATa aoEALEIaAs IOV UITOPOVY va
IIAPOVOLA0TOVY KATA T AE1TOUPYIQ TOUG.

iv. Eyraraotaon OSopbwtikdv ekboocwv TV IARPOYOPIAK®Y OUOTHUATOYV IOV
IIAPEYOVTAL AIIO THYV KATAOKEVAOTIPIA ETALPELA.

2.) I'ia ta evepya otoyyeia:

v.  Awayeipion kair maparkolovOnon twv akolovbwv mpwTokdAAwY emiKoVOVIAS:

IEEE 802.1s, IEEE 802.1w, IEEE 802.1x, IEEE 802.3ad, IEEE 802.3x , IEEE
802.1D Spanning Tree Protocol, IEEE 802.1s, IEEE 802.1Q, IEEE 802.1w, IEEE
802.1x, IEEE 802.3ad, IEEE 802.3ae, IEEE 802.3z , IEEE 802.3, IEEE 802.3u,
IEEE 802.3ab, SIP.

vi. Ta mapamdave mpwToKoAla Ta XpHOLULOIOI0UY KAl VAL IIAPAUETOOIIOL UEVA UE QUTA,
Ta evepya otoryeia Tov OikTUov. Lnuaviiko civar va karavonOesi ot Oa amaitnBoiv
napeufaoeig oe Layer 2,3 mov kvpiwg Oa apopovv diayxeipion VLAN kal e00tepikng
OpOLOAOYNONG TV IIAKETWY TOV TOMLKOU OIKTUOU.

vii.  Awayeipion kar mapaxolovbnon tov Firewall tov voookousiov mov Ae1tovpyel KATw
a6 mepifallov FreeBSD & ovvoSsutikav epapuoyov monitoring mov 1o auvodevov
(RRD Graphs, NTOP, SNORT xAm). Emiong, otov £lwtepikd OIKTUAKO KOPUO
QAIIQITOUVIQL IAPEULACEIC IOV APOopoUy Ta HPWITOKoAAa Oiktiwv amo Layer 2 gw¢
Layer 7. Eibixorepa, Owayeipion Spopodloynoswv Access List.  Xtnv Siayeipion
oeprAapfavovial OAeg o1 MAPAUETPOIOLN OIS KAl AANay£ES mov umopel va amaityBovv
oe OAa Ta evepya otoryela Tov voookoueiov kair atovs dpopoloyntes Cisco & Nortel
IIOU IIEPLYPAPHKQY OTHY IAPAIIAVE IAPAYPAPO.

EmmnpooOsta (nrovviar ta arxolovba:

Kabnuepvn thdepovikn vimootnpiln 1oV epyalOUEVRY IIANPOPOPIKNS 0AS WOTE VA £Ival 10
QIIOTEAEOUATIKY 1§ ETIAVOY TV TPEYOVIOV TEYVIKGV HPpofAnuatwy rabog¢ kar Twv
QVTLOTOLY WV EITETYOVIWV.

Emrtoma mapsufaon texyvikol &vio¢ OKT® PV T0 IO\, £Av 1 THAEQOVIKD 7
amouakKpvousvy mapsufaon dev emAvost o mpofAnua, OmImoTe KATL TETOL0 KPIVETAL QIO TO
TUNUQ TIAPOPOPLKNS TOV.

Mnviaia maparxolovOnon ng Aertovpyiag twv OIKTUAK®Y UVIOOOUWV KAl Onuiovpyla
avagopav mov o1oxo Ba gyovv va feltidoovy Ty aopdleia, Ty adtomortia kal Aertovpyia
TOU OLKTUOU TOU VOGOKOUELO.

O Avaboyog opeiler va karaypapel nAexktpovika ue Paon to diedveg standard ITIL n ISO
20000 (ta meprotatika yia ta omoia KANOnke, ta mpofAnuata mov avilueTOIIIOE, TIC AVILKG-
TQOTAOELS IOV EKAVE, TiG workaround Avogig mov £6woe, Ti¢ EKKPEUOTHTES IOV VIIAPYOUV UE
KATAYEYPAUUEVOVS AVANVTIKG TOUS X0OVOUS AVIGIIOKPLONG) KAl V& Ta OUOXETL(El NAEKTPOVIKA
ue ta faon mayiwv. H viinpeoia mAnpo@opikng Tov VOGOKOUELOD IPEMIEL VA £xel SuvaToTnTa
v IPOCIEAQUVEL AVAAVTIKG TO CUOTHIA TOU avadoyov. Alaueéoov Tov OUOTHUATOS IPEMIEL VA
UITOPEL va SIVETaL avapopd TV KATAYPAUUEVDY ETEUPACEWVY
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o Oa extiunbei 16iaitepa n amodederyudvny spmeipia v vIowneioy avadoywy oty Siaxeipion
Katr vIooTHPIEY UEYAA®YV SIKTUGV KAl OUOTH ATV IIANPOPOPIKNS 101alTENA OTO X WPO THE U-
yeiag.

o EmnpooBsta, n ctaipeia kald eivar va drabster ovotnua 1o omoio Ba maparolovOsi tnv
SraBeoiotnTa TV SrakouloTwy ToU voookouciov kal 8a amootéAAEL unvopua Sms 0to KivyTo
TV vIEVOUVOY 0THV IEPITTWON IOV S1AYVOOTEL KAITOL0 KPLOLHO OPAAUQ O KAITOLQ VITNPEOLA.

o Emiong, n etaipeia mpgmel va mapacyst vmootnpiln kar fonbeia oc emimedo TEXVIKNG
oxebiaong tewv vIevBuveY IANPOPYOPIKNS TOU VOGOKOUELOU OYETIKG Ue TNV SEATIOTOIOINon Kal
EMEKTAON THE IIAPOVOAS VITOOOUNS IIAPOPOPLKHC.

o Ovmapepfaceis O Y TV HAPAIAVE ONUELWY QIAITELTAL VA EKTEAOUVTAL OITOLASHIIOTE NUEPA
Kar opa epooov KpitBovv kpiowuns kai (WTIKNS onuaciag yia thy cvpvbun Asitovpyia tov
Noooxropeiov arro tovg virevBuvovg mANPOPOPIKHS TOV.

o To 0Uvodo OA@wV TWV IIPOOPEPOUEVHDY WPWV UE QITOUAKPVOUEVY ) EMVTOMLA IIQPOVOLA IPEIEL
va eivar Srapkreiag tovdayiotov 240 wpov.

TEXNIKEY IIPOAIAI'PA®PEY
TI'ia Tnv devtepofiabura Yrootnpién twv Servers, Tepuatikov kat tov Aiktvwv twv H'Y
s AOM YXHTEIAY

To voooxroucio 61abéter Tov axolovlouve Servers:

»  Ipwretowv Srarxopory¢ Aiktvov DELL R210
O podog tov givar va eAgyyel TV IPOoAcH TV XPHoTwv 0To OIKTVO Kal va eEUITNPETEL TIC
QITHOEIS TV XPNOTWV IIPOS TIC EPAPUOYES ITOV EIVAL EYKATEOTHUEVES.

To Active Directory wov Noookouciov amoteleitar amo &€va forest oto omoio gxel
onurovpynbei éva kevipiko domain. Katw amé auto to kKevipiko domain vIIAPYoUY O
bdevipoeibn rkaravoun eva axoun child domain wote va amlovotsietal n diaxeipion Twv
IOP&V TOU OIKTUOU Kal va axolovOel To [aoiiko Aeitovpyiko S1aypaliLa TOU QPOPEQ.

I'ia kalitepn Srayeipion o1 mopor tov kabe active directory givar 0pyavVOUEVOL 08 APKETES
Sexwproteg opadeg (organization unit ).

O Gwarouiotng mpoopeper vanpeoies DNS, DHCP, RADIUS oe olovg tovg otaBuoig
epyaoiag. O DHCP civar pvBuiougvog e t€to10 1p0mo wote va diavéuer drapopetika IP
subnet ota VLAN mov eivar ywpiopusvo to OiKTUO TOU Qopea. Asitovpysl KATw aIro
mepifarlov windows 2008 server.

»  Acvrepevwv drarkouote DELL R210 Aevrovpyel oav  Avaxouiorn¢ Oiktvov Extvmotov
Asgitovpyel kdrtw amo mepifailov windows 2008 server kal YPNOLUOIOLEITE KAl WS
emmpooBeto¢ domain controller mapdAAnla amotsdel o hypervisor mov @iloevel ta
axolovba VM:

1. Awaxourorng HAextpovikov Ilpwrorkoldlov, ypnoiuomoiel Asitovpyiko 2008 Server,
1IS (6ev Aertovpyel mapaywyika)

2. Awaropiorng fefaidocwv piobodooiag (Asitovpyel katw amo mepifailov Window
2003 Server, Apache, Mysql, PHP), mapalAnia Aeitovpyel kar wg Server tng
Ymnpeoia Inventory. (OAot o1 otaBuol spyaociag Srabtovy drapgoov active directory
policy eyrareotnuevovg agent tov doywouikov OCS-Inventory to omoio evhuepavel
Kal KaTaypPAPEL QUTOUATA OII0LEGONIIOTE AAAAYES YIVOVTAL 0TO UAIKO KAl TO AOYIOULKO
TV 0TABUOV £pyaoiag Kal TV servers ToU VOGOKOUELOU.)

»  Awaxourornc HP DL-180

1. Asgitovpysl kdtew amo mepifallov windows 2012 Server, sktedel ypen additional
domain controller kar Hyper-V Hypervisor. @idoevel Ti¢ axolovBsg e1koVIKES
HNXQVE.

»  Awaxourorng PACS Dicom Server. Aegitovpyel katw amo mepiflallov
Windows 2012 Server kai xer eykareotnuevo twv Dicom Server Conquest.
Madi tov Giaovvéeetar Sraucoov dicom 0 VIIEPNYOS TOU VOOGOKOUEIOU, O
aoviko¢ Kal T0 OUOTH A UETPHONG O0TIKNS TUVKVOTHTAaS. Kyel amoOnkevuévo
70 1ATPIKO APYEL0 TRV AIEIKOVIOTIKWY ££€TA0£WY TOU voookouciov. Baoiletal
oe avoikto Aoyiouiko kar o MYSQL faon 6ebougvov.

»  Awaxoprotne Oiktvov & Ilpooraociag amo lovg
Ilpootatsver o0 cowTEPIKO GIKTUO QITO 10U, AVALAULAVEL THY EVUEPOON TWYV TEPUATIKOV TWV

APNOTOV UE TIC TEASUTALES EKEO0EIS TWY VITOYPAPWV TRV LV KAl TIC POUTIVES AVILUETWOIILONG
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Tovg (virus updates). Asitovpyel katew amo mepifallov windows 2003 server kai IapPEYEL
emiong Asitovpyies emipoobetov PDC oto Active Directory, o Hmepimtwon aotoxlag TV
QVTIOTOLY GV VITNPECLOY TOU IPWTELovTo¢ Oraroutoty. Ilapaldnla sivar mapapueTpomoin uevog
rar Aertovpyel w¢ PPTP server kai Ipoo@Epel ao@Aalng UINPEOLEC QITOUAKPUOUEVIC
poofaong.

» Ilaliog Server Epyaornpraxns Epappoyng
Agitovpyel katew amo mepifallov Windows 2K rar ypnowomoiel database MS-SQL yia
Aoyovg apyeiov avapopas Tov MaAllol gpyaotnpiakol ovotyuaros. Emiong ypnoiuomoieital
Kaw oav Sraxourotys diktvov Active Directory yia to child domain twv gpyaornpicov.

»  Awarourorrg Wifi. Acirovpyel karw amd mepiffallov Windwos 10 kar ypnowuomoieital yia
hv maparxodlovBnon wwv 19 Access Point tov voookouciov. Ilpoopepel emmAgov vITnpeoisg
Captive Portal oto Public Wifi tov voookoueiov.

»  Awaxourotn¢ Firewall.

O Gwaropiorng Aerrovpysl katw amo mepifiailov FreeBSD UNIX kar gyer avalafer poro
Firewall peralt tov Siktvov ovlevéic kar twv Aowmdv WAN ovvbéocwv mov Siabgter To
vooorousio. Ilapalinla Asitovpysi kar w¢ Intrusion Detection System oe mepifdallov
SNORT.

»  Awaxourory¢ Monitoring Sixtiov.

O Srarourotng Aerrovpysl katw amo mepifallov linux Kal OKOIIOS TOU £IVAL VA KAVEL EAEYXEL
70 £160¢ KAl TNV IO0OTHTA TOV IIAKETWY IOV diaxivouvial oto Oiktvo. Eyel eykareotnugvo to
mepiffallov monitoring lobster kar yxer mapaywpnbei amo LII-ITE. Asitovpysi kavoviag
Ethernet capture ota wan ports tov Firewall.

»  Awaroprotng Ialag pioBobooiag.

Agitovpyel katw amo Asitovpyrko windows XP. H epapuoyn Aeitovpyet o mepiffailov MS-
DOS rar ypnowuomoicitar ormopadika Kar AVIANGn OToLy el apyeiov.

| EéortAiopog rabuwv spyaociag & Ilsprpepeiakov

O géomhiouog Giktvov mepilapfaver :
2T0 e0wTEPIKO OIKTVO YIQ TQ TEPUATIKA TV XPHOTWOV XPNOLUOIOIOUVIAL IPOOWITIKOL DAEKTPOVIKOL
vimoloyiotee. Eivar o1 maparato:

Mozgigszgggggfn T;foz (;S;,w AgiToUupyiko ovotnua
Pentium 4 3.2 GHz 12 Windows XP Professional
Pentium Dual-Core 3.00GHz 5 Windows 7 Professional
Celeron 2.66 GHz 6 Windows XP Professional
Celeron 2 GHz 25 Windows XP Professional
Core i3 3.30GHz 10 Windows 7 Professional
Core 13 2.58GHz 10 Windows 7 Professional
Core i3 3.40GHz 16 Windows 7 Professional
Core 2 Duo 2.33 GHz 15 Windows XP Professional
Core 2 Duo 2.33 GHz 4 Windows 7 Professional

Heprpepsrara & aldeg ovoKeVES
Iia v efvmmpstnon 1OV EKTUVIOTIKOY QVAYKOV XPHOLUOIO0UVIalL 52 eKTUIWOTEC OLa@popwV
TUIGV KaTaveunuevol ota Siapopa ypapeia. O TUIOL TV EKTUVIOTOY Eivat .

Tvro¢ exTvnwThn Ap1Buog

Laser 24
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Inkjet 15
Axribag 1
Barcode Printers 8
Scanners 3
Line Printer 1

| EéormAiopog Aiktvov — Emikorveoviov

O géomhiouog Giktvov mepitlapfaver :
» To eowtepiro dixtvo (LAN)
» To Edwtepiro dixtvo (WAN)
Ilapovoa kataoraon AikTvoU
To onpep1vo Tomiko GIKTVO TOU YOOOKOUEIOU armoteleital amo 314 10060vU¢ vepywv OTOLYEIOV TA
omola Kataveéuoviar o 4 S1apopetikovs Koufovg (KataveunTteg)
H meiovotnta tov evepyov aroyyeiov diabeter vimodoyxes towv 100 n 1000 Mbps. H emkxovovia
petalt 1oV KOufov emrvyyaveral ue tayvrntes v 1000 Mbps. H Sraotvdeon petald tov
KOUPWYV EMTUYYAVETAL UE YPAUUES OmTIKWDY wav. To mpwtokodllo emixovoviag yia Thv
uetapopa Oebousvov civar o TCP/IP alla to dixtvo vmootnpiler kar aAda HpwToKoAAG
emrowoviag. Ta evepya oroyyeia 61aberovv Dlink OS, Cisco I0S & Nortel OS kar eivar
mapauetporoinueva va viootnpilovy VLAN, Gbit VLAV Routing, QOS, 802.1x port based
authentication.
To tomko GiKTVO MPOOPEPEL TIC £ENC VITNPECLES
» Xvvbést Toug XPHOTEC OTOUC KEVIPIKOUC eEUINPETNTEG EPAPUOYWOV KAl 0Ti¢ Laoecis
bebopgverv
»  Aiver Svvarotnta Aertovpyias e@apuoywy HAEKTPOVIKNG EIMIKOIVOVIAS KAl AVIQAAQYHG
apyelov uetalt TV XpnoTwy
» To Sixtvo biver mpéofaon oe virnpeoieg eéwtepikav VPN evod mapdAAnda mpoopépetl kat
mpoofaon oo Internet.
To e&wtepiro SikTvo Tov voookoueiov ovvdeetar ueow uiobousvng yoauung 16 Mbps ue to dixtvo
ovlevéig, 2 Mbps nsow ADSL Internet. Emiong Asitovpyolv kar mpémer va virootnpilovial
owvdeoeie 3G kar adsl mov apopovy Ta 7 IEPIPEPEIAKE LATPELA TOV VOGOKOUELOD.
To elwtepiro Giktvo mpootarevetar amo firewall to omoio Aertovpyel KATw amo mepifdllwv
FreeBSD ka1 6rabster IDS Snort.
H yoaupun ADSL gdéyyerar amo Spoporoyntn CISCO 3600, brabster oranikny IP Sicvbuvvon kal
exer mapauetporoinon mov apopa VLAN kair Access Lists.
To 6irktvo Srabster wireless hotspot mov amoteleitar amo 19 UNIFY UAP Access Point.Ta
aovpuaTa onueia Ipoofaons mov 0ToxYo EXYoUY va Iapexovy 01adiKTvo 0T0 MPOOWIIKO KAl TOUS
aobBeveig tov vooorouciov. Ta acvpuara onueia mpoofacns ivar IAPAUETPOIOINUEVA LUE TETOLO
TPOII0 OTE va OraopalileTal ) QIOUOV@ON TOUS QIO TO VITOAOLITO SIKTUO TOU VOGOKOUELOU QIO TO
SirkTvo mov gyovy mpoofaon o1 emokrsmres (ekmepmoviar 2 SSID mov eivar og drapopetind VLAN
Kal £val AIIOUOVOUEVA UeTall TOUg).
TnAemkorvowviaxkos EdortAiopuog

Tvrio¢ Evepyov otorxeiwv Ap1Buog

Router Cisco 3600 1
Switch Cisco WS-C2950T-48-SI 2
Switch Nortel 425-24 4
Switch Nortel 5520-24 (Layer 3) 1
Switch Cisco WS-2960-24 1
DLINK DGS 1548 1

UBNT Access Point 19

ITAnpopoprara Xvortnuata kar E@appoyse Aoyiopixov
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Ta ITAnpopopraxa Xvotnuara kar or Egappoyee Aoyiouikol mov ypnoiiuomolovvial OnHUeEPA O0TO
Noookoueio Knteiag eival ta e&ng:

Aroikntiko-otkovouirko IIAnpopopiaxo Xvotnua

HepihapBaver tig epappoyse yia ta e&ng ypapeia/tunpara: Awayeipron YAikov /AmoOnkdy,
Dapuareio, ITpapeio Kivione & Aoyiotnpro Acdbsvav, Ipapeio Ilpoowmkov, Aoyiotrpio,
Ararrodroyiko, MioBobooia kAm.

H\exrpoviro Ipwtorkoldo

H spappoyn nlextpovikov mpwtorollov xer avammvybei amo tn¢ 77 YIIE Kpntn¢ kar eKTog
Ao NAEKTPOVIKO HPWIOKOANO S1avEuer RAEKTPOVIKG OTOUC XPHOTEC TOU VOOOKOUELOU TQ
gypapa o YnPLaxn Lopen.

Epyaotnpiaxo IIAnpopopraro Kvotnua

IepilapuPaver tic spyaotnpiares epappoyes Arparodoyikot, Broynuikov, Mikpofioloyikor
rar Avogoloyikov. Ymapyer 61a00v8e0n ToU IANPOPOPLAKOD CUOTHUATOS QUTOU UE AVAAUTES
TV £pyaotnpiev ueow Bvpag RS-232 yia avialdayn Oedouevov kKair amoteAeoudt®v Tv
eéetaoewv. Ymapyer emiong epapuoyn ywa v Ampuobooia 1 omoia Oiaovvdcetar Kal
emrowavel ue to EOviko Mntpwo Aipodotov.

Aneikovioniko IIAnpopopraxo Xvotnua

HepilapPaver tn Owaysipion kar tpv amoOnKevon TV QIIEIKOVIOTIKWY EEETACEWV IIOU
exTEAOUVTQL QIO TOV afOVIKO TOHOYPAPO, YIIEPN Y0 Kal Hovada UETPNOoNS 00TIKNS IUKVOTHTAS
tov Noooroueiov. Baoiletar amro thv pepia tov Server otov avoikto Aoyiouiko Conquest kat
n faon Mysql, eved amo tnv puepia tov otabuoy spyaoiag xpnolHoIoLEl eIl T0 IASLOTWY
Gingo CAD Dicom Viewer.

Egappoyse Avtopariopot Ipageiov

LvvnOow¢ mpokertar yia epappoyse ypapeiov omwe MS Office 2003 n 2007,2010, 2013
EQAPLOYES NAEKTPOVIKOD TaYUEPOUEIOU KA.

Egappoyn HAlextpovikng Kvviayoypapnong (xpnotpuomoieital amo mAnbog otabuav epyaoiag
yia THY GUVTAYOYPAPNON TV PAPUAK®V TV eEOTEPLKY aoOevav)

Egappoyn Levikng 61e00vvong purobov kar ovviaéewv AAYK

Egappoyn EOvikov ovotnuarog dnpuooicwv ovpfiacewy

Egappoyn EOIIYY eAAITY

LvAdoyn¢ Lramiotikav AsSopugveov Movabwv Yyeiag ESY.net

O1 mapamdve O1aKOUIOTEG KAl £veEPYd oTovyela Iov mpoavapepOnkayv otnpilovv tnv oualn
Agitovpyia TV vITOSOUGYV IIANPOPOPLKTS TOV VOOOKOUELOV. LE IIEPLITTOON ITWONS THE AE1TOUpYyiag
Tov dnuiovpyovviar mpofAnuata SvoAeitovpyiag otovs otabuovs epyaoiag Ue AIIOTEAEOUA THV
HTOON TGV CUOTHUATOV UNYXAVOYPAPHOHG.

I'ia 10 oromo auto To voookouseio {nTast va ayopdoet eTnoilws 450 wpe¢ vimootnpiéng kata tnv

Sraprera tov omoiwy Ba yivoviar o1 akolovBsg evépyeieg: (omoradnmote nuepa kar wpa amaithOel):

Q. Bonbsia omnv emaveykaraoraon twv e@apuoywv Tov  OLOIKNTIKO-0LKOVOULKOU, TOU
£0YQOTHPIAKOD KAl TOU KAMVIKOU OUOTHUATOC KAl TV EQAPLLOY®Y IOV ITEPLYPAPOVIAL OTO
unua  «lIAppopoprara Xvotnuara Aoyiouikov» otove orabuovge epyaoiag Tov
Noookopeiov ovupova [e Ti¢ 00nyieg Iov MAPEYEL 0 KATAOKEVAOTHS TOUS KAl TO TUNLA
mAnpoopikng tov Noookoueiov.

&, Ymootnpin twv mpofAnudreov mov mapovolalovial o THV EMIKOVOVIQ TV TEPUATIKMV
ue tovg Oracle Server (Oracle client troubleshooting)

N H Giayeipion kai virootnpién tov evepyv KATaL0ywY Tov vodokoueiov (Active Directory)

rkaBw¢ kar n feAlriotoroinon Tovg.

H Siayeipion kar vimootnpiln v Staxoprotey RADIUS, DNS, DHCP, RAS, WSUS tov

VOGOKOUELO.

Q. H Gwayeipion kar vmootnpién tov Database Servers (MS-SQL, MYSQL w.\.m) tov
vogorougiov (bev apopa o cluster Tov véov SLOIKHTIKOD CUOTHLLATOG).

o H Gwayeipion kar vmootnpiln Tov A1movpylkol OUvOTHUATOS TwV OLAKOUIOTOV TOU
vooorousiov (Windows 2000 Server, Windows 2003 Server, Windows 2008 Server,
Windows 2012 Server, Linux CentOS, FreeBSD).

& H Siayeipion kar vmootnpiln tov Aeitovpyikol ovotnuaros twv otabuoy epyaoiag tov
voookoueiov kal Twv laptop twv nepipepeiarav iatpeiov (Windows XP, Windows Vista,
Windows7, Windows8, Windows 10).

Q. H Gwaysipion kar vmootnpiln TV O0OTEPIKWV EVEPYWYV OTOLYEIWV TOU VOOOKOUELOU.

&
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Hapayetpomonosigc (VLANs, Trunks, IEEE protocols, Routing protocols ki)

o H Gwaysipion kar vmootnpiln tov mpetokoldov 802.1x mov Xpnouuomolovy yia
authentication ot otabuoi pyaoiag 0Ti¢ IOPTES TWV EVEPYWY OTOLYELWY.

Q. H mapapstporoinon tewv evepyov otoryeioy e to RADIUS Server towv Active Directory.

Q. H Srayeipion kar vmootnpiln tewv eE0TeptkedY SIKTUAKWY OUVOE0EWY TOU VOGOKOUELOU KAl
TV IEPIPEPEIAR GV TV Ti¢ ovvodevovy (Routers, Firewall, Wireless Access Point, Lased
lines).

&, H dwayeipion kar vimootnpién tov Firewall kai tov IDS tov voookoueiov.

&, Ymootnpiln tov epappoycv ypapeiov kar RAeKTpovikns allndoypapias twv H/Y tov
VOOOKOUELO.

N, Awayeipion kar virootnpiln TV 61a0vVEEGEWY TV VITOOOUWY Lue To OiKkTVO 0U(eviic

N, Awayeipion kar vmootnpiln twv 61aovVOE0E®Y TOV EKTUIOTWV TOU YOOOKOUEIOU UE TOUS
H/Y

Q. Awayeipion kar vmootnpiln tov antivirus server tov voookouciov (Panda) kar ta
HIPOLSARUATA TRV UEUOVOUEVEY ANLLVITUS.

Q. Avuikaraotaon tov pmatapiov tov kevipikov UPS tov voookousiov (to KOOTOC TV
VMKV Sapvvel To VOOOKOUELD).

&, Awayeipion twv mpofAnuatav mov mpospyoviar amro ta UPS twv otabuwv epyaociag tov
VOOOKOUELO.

N Awayeipion the S1acivOeong Tov VIEPH YOV, Hovadag UETPHONS O0TIKNG IUVKVOTHTAS Kal
0V aloVIKOU TOU voOookoueiov ue tov eykateotnuevo DICOM Server. Awayeipion
apofAnuatev mov agopovy v emkowavia tov Dicom Server ue Dicom Viewers &
EKTUIWTEC.

Q. H Gwaysipion kar vimoornpién towv Hyper-V Server kai twv replication toug.

& H Gwaysipion kar vimoornpién tov wifi tov Noookoueiov

Me tov 0po Srayeipion kal vIrooTPln TO VOGOKOUELO AITAITEL:

3.) I'ia tovg Server & Ymoloyiorég:

viii. Emaveyrkardoraon tov mapamave ovotnuatoy omoliadnIIoTe XpOoViKY OTIYUY UECQ OTO
£ro¢ Kkabog¢ Kar twv KAMVIKOV, OL0IKNTIKGY, £pYa0THPIAK®V CUOTHUAT®V, TOU
VOOOKOUELOU (DOTE QUTA VA KATAOTOUY AEITOUPYIKG 08 HEPLITTOO0Y OPANUATOG.

ix. Amoupaxpvougvy maparxolovdnon twv Event Log twv ovoThUdATOV KAl ava@opa TV
IPOPSANLATOY IOV Iapovola{ovial 0To IPOOWIILKO TOU VOOOKOUEIOU WOTE VA VIIAPEEL
IPOAnWn amo kpioa opaluata (Apopa Tovg Servers 1ovo).

X.  IlapakxolovBnon kair evpuEPWON TV GUOTHUATOV UE TIGC AITALTOUUEVES BonOnTiKeS
exboosig tovg (patch) wote va amopevyovial HPoLARUATA AOPANEIQAS IOV UITOPOVY VA
IIAPOVOLA0TOVY KATA T AE1TOUPYIA TOUG.

xi. FEyrkardoraon Gopbwtikedy ekbooewv TV HIANPOPOPIAK®V  OUOTHUAT®YV ITOU
IIAPEYOVTAL AIIO THYV KATAOKEVAOTIPLA ETALPELA.

4.) I'a ta evepya oroyysia:

xil.  Awayeipion kar maparxolovOnon tov akolovbwv mpoTokoAlwy emKkovoviag:

IEEE 802.1s, IEEE 802.1w, IEEE 802.1x, IEEE 802.3ad, IEEE 802.3x , IEEE
802.1D Spanning Tree Protocol, IEEE 802.1s, IEEE 802.1Q, IEEE 802.1w, IEEE
802.1x, IEEE 802.3ad, IEEE 802.3ae, IEEE 802.3z , IEEE 802.3, IEEE 802.3u,
IEEE 802.3ab, SIP.

xiii. Ta mapamave mpwTOKoALNQ Ta YPHOIUOIOLOUY KAl £IVAl IIAPAUETOOIIOLN UEVA UE AVTA,
TQ evepya otoryeia Tov OikTUov. Xnuavniko civar va karavonOsi ot Ba amartnBovv
napeufaoeig oe Layer 2,3 mov kvpiwg Oa apopovv diayxeipion VLAN kail e00Ttepikng
OpOLOAOYNONG TV IIAKETWY TOV TOMLKOU OIKTUOU.

Xiv.  Awayeipion kar maparolovdnon tov Firewall tov vooorxousiov mov Asitovpysel KAT®
aro mepifallov FreeBSD & ovvoSsvtikav epapuoyodv monitoring mov to auvodevovy
(RRD Graphs, NTOP, SNORT xAm). Emiong, otov £lwtepikd OIKTUAKO KOPUO
arIraITouvVIalL IAPERSAceIe mov apopovy Ta IPwTokoAla Oiktiwy amo Layer 2 gw¢
Layer 7. Eibikorepa, Owayeipion Spopodloynoswv Access List.  Xtnv Siayeipion
oeprAapfavovial OAeg o1 MAPAUETPOIOLN OIS KAl AANay£ES mov umopel va amaityBovv
oe OAa Ta £vePYQ oTOLYEIA TOV YOOOKOuElov Kal atovs dpopoloyntes Cisco & Nortel
IIOU IIEPLYPAPHKQY OTHY IAPAIIAVE IAPAYPAPO.

EmmnpooOsta (nrovviar ta axolovba:
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e Kabnuepwvn thdepovikn vimootnpiln tov epyaloOUEVRY IIANPOPOPIKNS 0AS WOTE VA £ival 0
QIIOTEAEOUATIKY 1) EHIAVON TV TPEYOVIOV TEYVIKGV HpofAnuarwy kabog kar Ttwv
QVTIOTOLY GV EITETYOVIWV.

o  Emroma mapsuflacy TEYVIKOU &VIOC IHEVIE POV TO IIOAD, £4v 1 THAEQPOVIKY N
QIIOUAKPUOUEVY mapeufaon dev emAvost To mpofAnua, omote KATL TETOL0 KPIVETAL QIO TO
TUN A TIAPOPOPLKNS TOV.

o  Mnviaia maparxolovOnon tne Acitovpyiag TV OikTvakov vIIodouwv Kar Onuiovpyla
avagopav mov o1oxo Ba gyovv va feltidoovy Ty aopdleia, Ty adtomortia kal Aertovpyia
TOU OLKTUOU TOU VOGOKOUELOU.

o Emiong, n eraipeia mpgmel va mapacyst vmootnpiln kar fonbeia oe emimedo TEXVIKNG
oxebiaong tewv v BuveY IANPOYOPLKNE TOU VOGOKOUELOU OYETIKG Ue TNV SEATIOTOmOINon Kal
EMEKTAON THE IIAPOVOAS VITOOOUNC IIAPOPOPLKNC.

o O Avaboyog opeiler va kartaypapsr ndextpovika ue Paon to oiedvég standard ITIL n ISO
20000 (ra meprotatika yia ta omoia KANOnke, ta mPofARuUQTQ IOV QVIIUETOIILOE, TIC
QVTIKQTAOTAOELS IOV £Kave, Ti¢ workaround Avoei¢ mov £6woe, TI¢ EKKPEUOTHTESG ITOU
VIIGPYOUV UE KATAYEYPAUUEVOVS AVAAVTIKG TOUS X,00VOUS AVIQITOKPLONS) KAl V& TQ OVOYETI(EL
nAextpovika ue ta faon mayrwv. H vimmpeoia mAnpo@popikng Tov vOOOKOUEIOU IPEIIEL VA EXEL
dvvaroTnTa va mpooIeAQUvVeEL AVAAUTIKA TO OUOTHUA TOU avadoyov. AlaueéTor To0U OUOTHUATOS
IIPEMTEL VA UITOPEL VA OIVETAL AvaQopd TV KATAYPAUUEVODY ETEUPACEWDV

o Oa extiunbei 161aitepa n arrodederyuevn euIIelpla TV VIIOWNPLov avadoywy otn S1axeipion
Kar vIrootnPiln UEYAAwv SIKTU®V KAl GUOTHUATOV IANPOPOPIKNS 1O1QITENA OTO XWPO THE
vysiag.

o O mapeufaceis OA®Y TV HAPAIAVE ONUEIGV QIALTELTAL VA EKTEAOUVIQL OITOLAONIIOTE NUEPQ
Kar opa epooov KpiBovv kpiowune kai (WTIKNS onuaciag yia thy cvpvbun Asitovpyia tov
Noooxropeiov arrd Tovg virevBuvovg TANPOPOPIKHS TOV.

o To 0Uvodo OA@WV TWV IPOOPEPOUEVY WPWYV UE AITOUAKPVOUEVY ) EMVTOMIA IAPOVOLA IPEMIEL
va eivar Srapkreiag tovdayiotov 450 wpv.

TEXNIKEY ITIPOAATPADEY
TI'ta tnv Ynootnpién twv Servers, Tepuatik®v kat tov AMiktvwv tov H/'Y
s AOM IEPAIIETPAX
To voookroucio d6rabéter Tov akolovfoug Servers:
O1 servers mov X pnOLHLOIIOLOUVIAL £IVAL 0L £EHGC :

» Ipetevwv dtakourotns Atktvov
o Ilpwtedwv draxoutotng tov Siktvov (Primary Domain Controller). O polog tov

eval va eAgyyer Ty Ipoofacn Twv XenoTwy oto OIKTUo Kal va eEUIINPETEL TIC at-
THOELS TV XPNOTWY IIPOS TIG EPAPLOYES ITov gival eykateotnueves. To Active Di-
rectory tov Noookousiov amoteleital amo &va child domain mave oe gva ke-
vrpiko domain yia oAn v Kpntn. O Sraxourotng tov active directory mpoope-
per kar vinpeoie¢ DNS, DHCP, RADIUS, PPTP Server oe 0Aovg tovg 0taluoig
epyaoiag. O DHCP eivar pvBuiouevog ue t€T010 TpOIo wote va S1aveuel d1agpo-
penika IP subnet ota VLAN mov gival yopiopugvo to SiKTU0 T0U popéa. Acitovp-
yel katw amo mepifialdlov windows 2008 server. O idio¢ SiakouioTng mpoota-
TEVEL TO E0WTEPIKO OLKTVO QIIO 10US, AvVaAAQPAVEL TV EVRUEPWON TWV TEPUATIKV
TV XPNOTWV UE TIC TEAEVTALEG EKOOOELS TV VITOYPAPOY TV LWV KL TIS POVTIVES
avriuetomong tovg (virus updates) dia ugoov to Aoyiouikot Panda Antivirus
Server.

» Agvtepevwv drakourotns AtkToov

0 Agvtepevwv drarkouiotng tov diktvov (Additional Domain Controller). O polog

TOU gival va eAEyyel Tnv Ipoofacn Twv XenoTwy oto SiKTUo Kal va eSUITNPETEL TG
QITHOELS TWV XPHOTWOV IPOS TIC EPAPUOYES IOV EIVAL EYKATEOTHUEVES. AcrTovpyel
oav emipoolstoc Srarxourotn¢ SikTvov Active Directory o mepimrwon o@paluarog
TOU IPTOV, emuIpoobeta mpoopéper Ocvtepevovoss vmmpesoiee dns kar file
service. Agitovpyel katw amo mepiffallov Windows 2003 Server. Ilave tov ival
EYKATEOTNUEVO TO HPOypauua nlextpovikov Invertory tov voookoueiov (Spice
desktop), kar n epapuoyn avrouatns eVRUEP@ONS ue 610p0wTIKEG exOWOELS TWV
Windows WSUS.

» Awakxopiotne Annofnkesvone backup. Acitovpyel katw amo mepifallov FreeBSD e
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Filesystem OpenZFS, Aeitovpyel w¢ lite Hyperuvisor ue Jail. AvaBeter extkovikn unyavn
mov  gxer  eykareotnuevo 1o Aoyiwouiko  URBACKUP  Server mov  é&xel
HAPAUETPOIIOINUEVOUS ITEPLmov 15 ortabuovg spyaoiag mov maipvovy kabnuspivo backup.

» Awaxoprotrnsc Hypervisor Xvotnuatog BI. Acitovpyel karw amd mepifallov windows
2016. AraBster Ti¢ aKOAlovOsg EIKOVIKES UNYXAVEG:

o Awaroprorng Bl Asitovpyel katw amo mepifialdlov windows 2016 Server, Oracle
Express rkair oxomog tov eivar va eéaysl ammo to IANPOPOPIAKO OGUOTHUG TOU
VOOOKOUELOV OTATIOTIKA O£O0UEVA IOV EVHUEPOVOUY TQ OUOTHUATA TOU VITOVPYELOU
Yyeiag.

o Awakourotng PDC. Asitovpyel katw amo mepifallov windows 2016 Server kai
HAPAUETPOIIOINUEVOS ¢ emmTA£ov additional domain controller oto Active
Directory tov Noooxouciov. Awabérer eyrarcotnuévo DNS Service rkar ota
mhaioia ¢ ovfaong Ba mpémer va petapepBet o avrov o DHCP Server tov
VOGOKOUELO.

» Aiaxoprotng raliov 6101KnTIKOU CUOTHUATOS

o Ascrovpyel katw amo mepifailov SCO UNIX kai ypnoiuomoieital orropadika yia

Aoyoug apyeiov.
» Awarxourorng Firewall.
O Swarouiotng Aettovpyel katw amo mepifiallov FreeBSD UNIX kai gxer avadlafer polo
Firewall uueralv tov diktvov ovlevéng kar twv lowmawv WAN ovvdéoewv mov diabster to
vooorouelo. Ilapaldinda Aertovpyel kar wg Intrusion Detection System oe mepiffallov
SNORT.

| EéormmAiopog Srabuwv spyaociag & Ileprpepeiarov

210 0WTEPIKO SIKTVO Y1Q TQ TEPUATIKA TV XPHOTWOV X PN OLUOIOL0UVIQL IIPOOWITIKOL NAEKTPOVIKOL
vimoloyioteg. Eivar o1 mapaxato:

Movtédo Yrrodoyiotn T;ﬁf:z ZS;) v AgiTtovpytko ovotnua
Pentium 4 n avotepa 35 Win XP/ Windows7/Windows 8,
Windows 10
Celeron 2.66 34 Win XP / Windows 7
Laptop Celeron 9 Windows 7 home

Ileprpeperara & aldeg ovOKEVES

Iia v efoanpeTnon TV EKTUIOTIKOY QVAYK®Y XNoLomoovviar 51 ektvmwtes S1a@popav
TGV Kataveunuevor ota oiapopa ypapeia. O TUIol TV eEKTUIOTOY EIval ;|

TVro¢ sxTvniwTn Ap16uog
Laser 41
Inkjet 7
Barcode Printers, Barcode Readers 3
Scanners 3
UPS 32

Eéomhiouog Aiktvov — Emrowvoviody
O séomhiouog Giktvov mepihaufaver :
To sowtepiro dixktvo (LAN)
To Eéwtepiko diktvo (WAN)
To aocvpuaro Wifi dixtvo
Ilapovoa kataoraon Atktvov

To onuepivo tomiko Sixtvo Tov voookousiov amotedeital amo 154 10060U¢ evepyV OTOLYEIWV
Ta omoia Kataveuovial o 4 Siapopetikols KouPous (KaTaveunTtes)
H m\eiovotnta twv evepywv otoyyeiwv drabeter vimodoyxes twv 100 Mbps. H emkowvovia uuetadt
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TV KOuPov emrvyyaverar pe taxvtntes twv 1000 Mbps, Oiaucoov UTP Kalwbdiowv. To
IPOTOKO0ANO emkowaviag yia v uuetapopa dedousveov eivar to TCP/IP alla to Siktvo
virootnpilel Kal aAdla mpwtoroilla emrowvoviag. Ta evepya oroyyeia Siabérovy Nortel OS kai
eivar mapapstpornoinueva va vmootnpilovy VLAN, Gbit VLAV Routing, QOS, 802.1x port
based authentication.

To tomko SikTvO IPOOPEPEL TIG £ENG VITNPEOVLES :

»  Luvbéel Toug xpHoTeS OTOUS KEVIPIKOUS EVITNPETNTES EPAPUOYDV Kal 0TIS faoeig Sebopevav

»  Aiver SuvatotnTa Ae1tovpylag eQapuoywy RAEKTPOVIKNG EMIKOIVOVIAS KAl aviallayn¢ ap-
XelwV uetat TV XpnoT@v

» To dixtvo Siver mpoofaon oe vnpeoieg eéwtepikav VPN evé) mapddnla mpoopéper kat
mpoofaon oto Internet.

To eéwtepiko GIKTVO TOV VOOGOKOUELOV OUVOEETAL ueow Uiobwuevng omtikng ypauuns 100 Mbps
ue 7o Oirktvo ovlevéng war ADSL ovvbeong 24 Mbps. To ewtepiko GiKTVO IPOOTATEVETAL QITO
firewall to omoio Aeitovpyel karw amo mepifaldlov FreeBSD kair diabéter IDS Snort. To
Firewall civar mapapetpomoinuevo va Aertovpyel Ti¢ Oiaovvdcosigc os Owataln vwnAng
owaBeorpotntag Fail Over.

To aovpparo SikTvO TOU YVOOOKOUELOU IPOOPEPEL OWPEAY AOUPUATY IPOCLACH OTOVS EMIOKEITTES
TOU VOOOKOUEILoU Kal Orauéoov 1wV 101wy access point kar dcvtepo private VLAN yia 7oug
@opnTovs viroloyrotes tov voookoueiov. Ta 600 VLAN uuetalt tovg £1val aImopovoueva wote va
eéaopalileTal n ao@AAELQ TOU E0WTEPLKOV OIKTUOU TOU YOOOKOUELO.

TnAemkorvowviarxkos EdortAiouog

TVrto¢ Evepyov otorxeiwv Ap1Buog
Switch Nortel 425-24 5
Switch Nortel 5520-24 (Layer 3) 1
UBNT Unify Wireless Access Point 5

Ov mapamave O1aKOUIOTEG Kal £vepya otoryela mov mpoavapspbnkav otnpilovv thHy oualn
Agitovpyia TV vIoOOUGY TANPOPOPLKNS TOU VOOOKOUELOV. Le MEPIITWON IITWONS THES AS1Tovpylag
70V OnUIovPYoUVTaL mpofAnuata Svodeitovpyiag 0Tovs 0Tabuols epyaoiag ue QIIOTEAEGUA TNV IITWOOT)
TV LUOTHUATOV UUNYaVOYPAPHOTG.

I'ia 10 orxomo avto To voookoueio (nTact va ayopaost yia 12 unves 384 wpeg vimootnpilng Kawa tnv
Oraprera twv omoiwv Ba yivoviar o1 axodlovbeg evépyeieg: (omoiadnimote nuEPa kar wpa amrartybei):
H biaysipion kar virootnpiln v evepyodv kataloywv tov voookoueiov (Active Directory) kafwg

Kat n felrioromoinon Toug.

o H b&iaysipion kar vmootnpiln tewv Srtarxourotey RADIUS, DNS, DHCP, RAS -
PPTP, WSUS tov voookoueiouv.

o H Siaysipion kar vimootnpién twv Database Servers (MS-SQL, MySQL x.\.1m) tov
vogorougiov (bev apopa o cluster Tov véov SLOIKHTIKOD CUOTHLLATOG).

o H dwayeipion kai vmootnpiln tov Ae1Tovpyikol OUOTHUATOS TV OLAKOULOTV TOU VO-
ooroueiov (Windows 2008 Server, Windows 2003, FreeBSD).

o H bwayeipion kair vmootnpiln tov Ae1Tovpyikol ovoTHUATOS TV 0Tabuwy epyadiag
Tov voooroueiov (Windows XP, Windows Vista, Windows 7, Windows 8, Window
10).

o H Gwayeipion kar vmootnpiln twv e0WTEPIKWV EVEPYWV OTOLYELWY TOU VOUGOKOUELOU.
Hapapetpomonosigc (VLANs, Trunks, IEEE protocols, Routing protocols ki)

o H Gwayeipion kar vmootnpiéng tov mpwtoroldov 802.1x mov xpnoilomolony yia au-
thentication o1 otaBuoi epyaociag oTi¢ MOPTES TV VEPYWY otoLyeiwy. H mapaperpo-
oinon Twv evepywv aroryeiwv ue 1o RADIUS Server twv Active Directory.

o H dwayeipion kat vmootnpiln tov eEOTEPIKWOV OIKTUAK@Y OUVOETEWY TOU VOGOKOUELOV
Kar TV mepipepeiarev mov tig ovvodevovy (Routers, Firewall, Wireless Access
Point, Lased lines).

o H dwayeipion kar vimootnpién tov Firewall kai tov IDS tov voookoueiov. Ymootnpiln
TOV EPAPUOYV YPAPELOV Kal RAekTpovVIKNS alAnloypapiag twv 65 H/ 'Y tov voooko-
uetlov.
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Awayeipion kair vIrooTnPIEn TV O1A0VVOETEDV TV VITOSOUMY UE TO OLKTVO OU(EVENG
Awayeipion kar vmootnpiln TV O1Q0UVOETE®Y TWV EKTUIM®TWY TOU VOOOKOUELOD UE
tovc H/'Y

Arayeipion kail vITooTHPLEH TV Antivirus server Tov VOOOKOUELOU

Avnikaraoraon twv urmatapiav v kevipitkov UPS tov vogokoueiov (o K00T0¢ TV
VMKV Sapvvel To VOOOKOUELD).

Awayeipron tov mpofAnuatey mov mpospyoviar arro ta UPS twv otabuodv spyaoiag
TOU VOGOKOUELOU.

H Siayeipion kar vimootnpiln tov tpormov Aertovpyiag 1wV otabucv pyaoiag Tov vooo-
Kouetlov ue to ovotnua Hlektpovikng ovviayoypapnong

H Sayceipion kar vimootnpién tov tpomov Aertovpyiag twv otabuayv pyaoiag Tov vooo-
roueiov ue to ovotnua YAAITY

H Sayceipion kar vimootnpién tov tpomov Aertovpyiag twv otabuev pyaoiag Tov vooo-
Kouetov ue to ovotnua AAYK

H bwayeipion kar vimootnpién tov URBACKUP Server kal twv jail eitkovikov unya-
Vav.

Me tov dpo Srayeipion Kat vImooTHPIEY TO VOGOKOUELO AITALTEL:
1.) I'ta tovg Server & Ymoloyiotég:

iv.

Enaveykaraoraon tov mapamave Lvotnuatoyv omoladnIIote XPOVIKY OTIYUY UUECQ
070 £70¢ KaBW¢ KAl TV KAMVIK®Y, SI0IKNTIKOV, E0YA0THPLAK®Y LUoTnUdToy, ToU vo-
OOKOUEIOU WOTE QUTA VA KATAOTOUY AEITOVPYIKA O€ ITEPLITTWON 0PAAUATOC.
Anoparxpvousvy maparkolovOnon twv Event Log 1oV ovoTHUATOY KAl aVAPOPd TWV
HIPOSARLATEY IOV Tapovatalovial 0TO IPOCITIKO TOU YVOOOKOUEIOU WOTE VA VITAPEEL
IpOoAnwn amo kpioiua opaluata (Apopa tovg Servers uovo).

IapakrolovBnon kar eVvRUEP®ON TV OVOTHUATOV UE TIG AITALTOVUEVES [onOnTiKeS
exbooeig Tovg (patch) wote va amopevyoviar IpofANLaTa ao@ALELas IOV UUITOPOUV
va IapovoLaoToly Katd TH AEITOUPYLa TOUG.

Eyraraoraon 610p0wtikdy ekb00cwV TV IANPOPOPIAKOV OCUOTHUATWY IOV IIAPEYO-
VIQl QIO TNV KATAOKEVAOTPIA ETALPELA.

2.) I'ia ta evepya oroyyeia:

V.

Vi.

Awayeipion kair maparkolovBnon twv akolovBwy mpe@ToKOAAWY emIKOIVOVIAC:

IEEE 802.1s, IEEE 802.1w, IEEE 802.1x, IEEE 802.3ad, IEEE 802.3x , IEEE
802.1D Spanning Tree Protocol, IEEE 802.1s, IEEE 802.1@Q, IEEE 802.1w,
IEEE 802.1x, IEEE 802.3ad, IEEE 802.3ae, IEEE 802.3z , IEEE 802.3, IEEE
802.3u, IEEE 802.3ab, SIP.

Ta mapanave mpoTOKoANG Ta XN OLULOIOL0VY KAl EIVAL ITAPAUETPOITOLNUEVA UE AVTA,

Ta £VEPYQ OTOLYELQ TOV OIKTVOV. Lnuaviiko eivair va katavonBei otr Oa amaitnBovv mapeu-
Paoceic oe Layer 2,3 mov kupiwg Ba apopovy drayeipion VLAN kar e0wtepikng Spopolo-
YRONES TWV MAKETWV TOU TOIIKOU OLKTUOU.

Vil.

Awayeipion kar mapaxolovdnon tov Firewall tov voookoueiov mov Aeitovpyel KATw

arro mepifallov FreeBSD & ovvodevtikov epapuoywv monitoring mov 1o Guvodevovv
(RRD Graphs, NTOP, SNORT xAm). Emiong, otov eéwtepiko SiKTvaKo KOPuoO amaitov-
vial apekfacsic mov apopovy Ta IpwTokoAa diktiwy amo Layer 2 éw¢ Layer 7. Eibiko-
Tepa, orayeipion dpopoloynocwy Access List.  Xrnv Swayeipion mepilapfavoviar odeg ot
HAPAUETPOITOLN OIS KAl aAdayeg mov urmopet va amraityBovv oe oda ta evepyd otoryeia Tov
vooorouelov kat atovg dpouoloynteg Cisco & Nortel mov mepieypapnkray oTnv DapAIave
IIAPAYPaPo.

EmmnpooOsta (nrovviar ta axolovba:

Kabnuepvn tnlepovikn vmootnpiln v epyalOUevey IANPOPOPIKNS Kal TEXVIKNS VIINPE-
olag WoTe va £1Val M0 QIOTEAECUQTIKY 1 EIIAVON TWV TPEYOVIWOY TEXVIKOV IPOLANUATOV
kaBo¢ kar v aviiotoyywy emeryoviwv. O avaboyos Oa mpsmel va gyer tnlepoviko Help
Desk mov va vimodgyetar amevbeiag 1i¢ KANO£IS TV VITAAARAWY TOU YVOOOKOUEIOU Yia TO Hia-
otnua 9 éw¢ 17:00 T1¢ pYAOLUES NUEPES KAL WPEC KAL VA IAPEXEL KAl TRAEPOVO EKTAKTHS
avayKkng yia omoladnImoTe NUEPA Kal WA,

Emroma mapgufaocn texvikot eviog OKT 0PV TO IOAD, €AV ) THALQOVIKY 1 AIIOUAKOU-
ouevy mapeufaon dev emAvost 1o mPOLfANUQ, OIOTE KATL TETOL0 KPLVETAL QITO TOV EITOIITEVGV
g ovpfaong.


ΑΔΑ: ΩΗΩΓ469045-ΜΤ9


AAA: QHQIM469045-MT9

*  Mnviaia maparxolovOnon the Aeitovpyiag TV SIKTVAKOY VITOSOUGY KAl Oniovpyla avagpo-
pav mov otoyo Ba gyxovv va Pelticdoovy thy aopdleia, thv adiomotia kar Aertovpyia Tov
OLKTUOU TOU VOOOKOUELOD.

* O Avaboyog opsider va kataypdper nlextpovikg ue faon 1o diebvée standard ITIL 1 ISO
20000 (va meprotatika yia Ta omoia KAnOnke, ta mpofAnuata mov aviliueTOImos, Ti¢ aVTl-
KQTaoTaoelg mov EKave, Ti¢ workaround Avogig Iov £6woe, TI¢ EKKPEUOTNTES IOV VITAPYOUV
UE KATAYEYPAUUEVOUS AVAAVTIKQ TOUG X00VOUS QVIAITOKPLONG) KAl va Ta OVAXETI(EL NAEKTPO-
vika ue ta faon mayiwv. H vanpeoia mAnpo@popikng 1ov VOGOKOUELOU IPEMEL va £xEl Ovva-
TOTNTA VA IPOCIEAQUVEL AVAAVTIKG TO OUOTH A TOU avadoyov. AlQUETOV TOU OVOTHUATOS IIPE-
el va LIToPEL va SIVETAL ava@opd TV KATAYPAUUEVV EITEULACEDV.

*  Emmpoobeta, n craipeia kalo sivar va Siabster ovornua 1o omoio Oa maparolovOei thv
o1abeoiotnTa 1V S1aKoUIOTOY TOU voookoueiov kat Ba amootéAdel unvoua sms oto Kivnto
TV vIevOUveY 0TNYV IEPIITOON IOV O1ayVOOTEL KAIOI0 KPLOLUO OPAAUQG 08 KAITOLQ VITHPE-
ola.

»  Emiong, n etaipeia mpemer va mapaoyel viootnpiln kal fonbsia o emimebo texvikng oyedi-
aong Tv vIrevuvvey IANPOPOPIKTC TOU VOGOKOUEIOD TYETIKA UE TNV PEATIOTOIIOINON KAl &-
HEKTQON THS IAPoVoag VITOSOUNG IIANPOPOPLKTC.

* O mapepfaceis OA®V TV IAPAIIAVE ONUEIDV GITAITEITAL VA EKTEAOUVIQL OIOIAONIIOTE 1)-
HEPA Kal wpa epooov KpltBovv Kpiowung kail (OTIKNG onuaociag yia tyv evpvlun Aertovpyia
Tov Noookouelov arro Ttovg vievBuvovs maparxolovOnong g ovfaocyg.

*  To 0Uvolo OAwV TV IPOOGPEPOUEVODV WPV UE AITOUAKPVOUEVT) 1) EMITOILA ITAPOVOLA IIPEITEL
va givar S1apkrelag TovAay1otov 384 wpwv.
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